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“BS 7799-2 and the CC”
Supporting the Business of 

Software Development 
5th ICCC, Berlin. 30th September, 2004

Fiona Pattinson
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Agenda

Risk Management : Context , Systems
BS 7799-2 (an ISMS) supports systemic assurance by 
providing a framework supporting the SAR‘s demanded 
by a CC product evaluation

And...
By providing a systemic assurance framework in which 
CC evaluated products can be used effectively
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Definition: “System”

• For this presentation “system” does not mean a 
computer system

• Does mean the community 
– The people, computers and their environment
– May be one or more computer-systems
– May be one or more organizations
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Risk management context
Risks in society

Business risk 

System risk 

Insurance
Corporate Governance

Privacy

Political

Legal
FinancialCost

Time
Scope

Quality
Reliability

Liability

National Security

Industry risk 

Market Direction

Regulation 

Project risk 

Financial

Product

Privacy

Confidentiality AvailabilityIntegrity

Financial

Liability

Availability
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What is BS 7799-2?

Diagram from BS 7799-2:2002
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What is Common Criteria?

• Product or component oriented
• Procedurally oriented
• Assurance based
• Boundary is defined by the “Target of Evaluation”

(TOE)
• Significant software component
• A few IT system evaluations
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Software development
Security IS a Quality Factor 

– Customer satisfaction, Customer expectations
– Frameworks quagmire: CMMI, SSE CMM, Agile,
– Service Provision: patches, warranties, maintenance
– Product risk management
– Systems, Systems of Systems
– Outsourcing & Supplier Management
– Legal / regulatory Issues :Trade Control & Compliance
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An imbroglio of I.S. frameworks
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SYSTEM INTEGRATION =>

Development & security testing

Incidents

Penetration tests

Security 
requirements

Product risk analysis
(Threat model)

Security test

Static analysis

Software plans 
and requirements

Product design

Detailed design

Code

Integration

Product feasibility

De-commission

Vulnerability 
analysis

Implementation

Operations and 
maintenance
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ADV Development assurance

Software plans 
and requirements

Product design

Detailed design

Code

System feasibility

ADV_RCR

Environment Security Objectives

Functional Requirements /TSP

TOE Summary Specn.

High Level Design

Implementation Repn.

Low-level Design

TSP Model

ADV_RC
R

ADV_RCR

ADV_RCR

ADV_IMP

ADV_LLD

ADV_FSP

ADV_HLD

Functional Specification

ADV_SPM

A
D

V_SPM

APE/ASE_OBJ APE/ASE_REQ

SYSTEM INTEGRATION =>
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SSE CMM and ISO/IEC 17799
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Placing products in the real world

Was it prepared 
properly?Were the 

ingredients fit to 
eat?

Can I use this to 
make a meal?

It’s a little bland 
on it’s own

FIPS
140
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How does BS 7799-2 support the CC?
• Through providing a process based framework for 

supporting the Security Assurance Requirements 
(SAR) and selecting safeguards commensurate with 
the risk:
– ACM : Configuration Management
– ALC  : Lifecycle Support
– ADO : Delivery and Operation
– ADV : Development
– AGD : Guidance Documents
– ATE : Tests
– AVA : Vulnerability Assessment
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ALC_DVS.1.1D The developer shall produce development security 
documentation.

ALC_DVS.1.1C The development security documentation shall describe 
all the physical, procedural, personnel, and other security measures that 
are necessary to protect the confidentiality and integrity of the TOE design 
and implementation in its development environment.

ALC_DVS.1.2C The development security documentation shall provide 
evidence that these security measures are followed during the 
development and maintenance of the TOE.

ALC_DVS.1.1E The evaluator shall confirm that the information 
provided meets all requirements for content and presentation of evidence.

ALC_DVS.1.2E The evaluator shall confirm that the security measures 
are being applied.

How does BS 7799-2 support the CC?
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How does BS 7799-2 support the CC?

• Systemic processes NOT for a product instance
• Uses a good risk management methodology to

– Identify applicable threats and vulnerabilities
– Assess the risks
– Choose appropriate controls (ISO/IEC 17799 +)
– Apply them

• Ensures documentation
• Ensures measurement of effectiveness
• When in the certification scheme ensures, and 

provides evidence that this is the ongoing 
situation. (Not just one site visit.)
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How does the CC support BS 7799-2?
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How does the CC support BS 7799-2?

• Threats are an input to the organization’s ISMS
• Organizational Security Policies are a requirement 

to the organization’s ISMS
• In operation Assumptions are NOT a given and 

must be provided and monitored by the ISMS to 
achieve the claimed assurance.
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Common Criteria and systems

• Common Criteria does recognize that the product 
that is under evaluation is likely to be part of a 
larger system.

• One way in which CC conveys this is through 
assumptions, which communicate a vulnerability 
to the product purchaser (through the ST) or to 
the administrator or user through the guidance 
documents.

• Problem areas exist in composite systems, 
where the assurance of a composite system is 
not equivalent to those of its parts.
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Assumptions

BS 7799-2
Operational 
organization

Threats Organizational
Security Policies

BS 7799-2
Development 
organization

Security objectives
for the TOE

Security objectives 
for the development

environment

Security objectives 
for the operational

environment

Non-CC
Organizational

Security Policies

Non CC
Assumptions

Non CC
Threats

SFR SAR

n
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Assumptions := system vulnerabilities

A.LOCATE The processing 
resources of the TOE will be located 
within controlled access facilities 
which will prevent unauthorized 
physical access.

A.PROTECT The TOE 
hardware and software 
critical to security 
policy enforcement will 
be protected from 
unauthorized physical 
modification.

A.NO_EVIL_ADM
The system administrative personnel 
are not careless, willfully negligent, or 
hostile, and will follow and abide by 
the instructions provided by the 
administrator documentation
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Organization Security Policies

• Examples of OSPs are:
• − All products that are used by the Government 

must conform to the National Standard for 
password generation and encryption

• − All products that are used by the branches of 
the Bank, must be CC certified with the EAL 4 + 
ADV_IMP.2 assurance package

• − All system administrators that have access to 
the Department File Servers must be vetted to 
the level of Department Secret
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Moving into operation

Product

Development
System

Product

Operational
System

D
elivery

Flaw
 rem

ediation
AGDADOALC ATE

AMA
ACM

AVA

AO AO

A
O

Assumptions
Organizational Security Policies

ADV

System operation 
assurance?

•Common Criteria
•NIST: FISMA 
Implementation 
Project
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Conclusion
• Common Criteria is a good tool for product assurance
• It’s only PART of the picture for the systemic view
• An ISMS (eg BS 7799-2) helps co-ordinate and maintain 

assurance in the “community”
• An ISMS framework in development brings effectiveness 

to CC development by providing a consistent and 
maintained environment

• An ISMS framework in operation brings effectiveness to 
CC deployment by supporting effective and efficient 
provision of a correct environment
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Quality is Security: Security is Quality
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