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1 3Z{J-RP=AkiELAR: PCI DSS SHEIRIIBEB S ER

PCI SSC (Payment Card Industry Security Standards Council) +&H Visa EFrZHZ. 5 Hik
(MasterCard Worldwide) . 3[Eizi# (American Express) . JCB. FEE kI &mb Ak
(Discover Financial Services) .53 A b jAE 2006 FRKIL [ & S L5 — H s B

BRMEZE 2.
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4 BARNV S5 FE, (RN PCI DSS & i o0y T 5453 30 A R EE G A 5 SR fE . g1
SRR VIS /AN

HRANFERN QERED , BB SHHATH S, R AR RS 2 AL L O AL (R
PROUSCEARAT B 7 P ARAT) o USSR e 3 R i o BB DO S B AR e R B AR AL
H), BRINJE FHE R R R 2% Bl R gL, OB RS B R S Bl g o, B
PESE ST BRI . AT R MIR B Ty, BTSSR T 3, AR AL 34T B8
Ao MR NER AR B S e Rk, DAL SE sl S 5. 6T DA EHA, BN
S FRaFRER . SFEMRN. P B ez TR

Service P
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1.2 PCIDSS SHEBRRIEFER

PCI 2k 4 7 — BB e B MbriE iR R, BFEEAET PCIDSS. PADSS. P2PE. PTS.
3DS. PIN Security %4, T —MrdE# A ML )5 . L PCI DSS Al
PCI DSS SR BB & 8 AR FR 9 QSAC, & MR 1 8 N R 25t 5 oA 7
JR ) QSA BN IR, 4 FE A0 A% A I 75 2245 2 B 1) QSA MLA AT

Merchant
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1.2.1  PCI DSS tRERE A TR

PCI DSS (Payment Card Industry Data Security Standard) Sz 472 v$d 2 4 b, # %
RICRATS PATRR A A v3.2.1, H 2019 4 1 H 1 HRHEHIHAT . PR R IH 20403 134
RPVERE 1T KA, AR PRI O BER DL AE AR 28R, FEARRAEZL R TR
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8. XSS IR 2 B ME— K S
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5E S0 M 2 AN X R 245 10. FRERIF M2 90 2% BEURNRF = N B ) i A 7 1l
11, SEHIM 2 4 R SRR

YEH 5 B2 A R 12, 4E9 5 B 2 A sRmE, DA R A AN IR 22 42 il 7

122 PCI DSS HRiaffRsSHRRES (ASV ) BXR

FF PCI DSS FrefEERF) 11.2 253K:

PCI DSS ER WilEF ol
112 ELGIBRET—ANBINR | 112 BEARREIEETEER, BASERTHRRGS | BREBE A RS R E PR BET
GRASHE, FOERGAEREREL | AR R MESEFHTALE. RERETEEEE
CIMEEHN R, ARG TR A A .
2B KRR, PRI W LB TRA pCI DSS ERMEHEBH=H.
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. LB ERIICNE, AR s>
ER L. TR BH ST RITNN o e
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AT RS 1) AT AR « EATEEREY AR EE

i, 2) EAREFERGFELEH - HH
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FES S ETAHEE, MR BEREIHRE

FASTAAEN T B R PO DSS 7 BRI BRI AT IR R DR B
. AR PCI DSS FEENIEE, & PRI A SRR R A

A B e P AT AT AT il O RO -

QSA HLF I A A LR H PPAL I ST S FE S AZ AR TR A Ik B ASV MU FI DY /N2 i
FIFREEE R, Oz s B 2 R ASV HURVER X 4l 87 A Z MU IR RF - AN B0E 3R 58 Y N 0
WP HihEHAT R ASV F
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L: https://lwww.atsec.cn/it-security-services/pci/pci-services/pci-gsa/index.html
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2 FEPHRSSIRHBERISRISIEER

HRAE S AT L% PCl DSS ARt IHESN BRSO AE B M R 7R 240 B Cia 4k =
(YRS AT A AU, FE DU AN SCS5 MRB RN A A 504 L 2 i B A L 55 B AR I B
MIREE 22 A e LB ARAKAE D) PCIARUIRES . Blan, EERRGE VISA. JTHIAESEREE
(R R AN IR B PCI G RUEESR s USSR 2 BSR4 N ST RS 1 R 55 (1t s B s 1
[FFEIEE] PCI A LER

BT3Pk gE ERIIRSS IR BERIAN RS P, [ PR LUN 1A R BRI S5, XX P A
AT 73 PR BT 55 R A S MU A R . R AL S8 I R 55 4R (1L 7 B0 7 7 4R AL
Gy EAR Ny P B, A H AT R O R AT B T S B

American Discover JCB Mastercard Visa, Inc.
Express
Level 1 |> 2.5 Mio > 6 Mio > 1 Mio > 6 Mio > 6 Mio
Level 2 |50 K—-2.5Mio |1-6 Mio all other 1-6 Mio 1-6 Mio
Level 3 |all other all other not used 20 K-1 Mio 20 K -1 Mio
Level 4 |not used not used not used all other all other

VISA. Mastercard 475 )43~ 4 4% 5); American Expree il Discover 7 7770 N 3 M2
ls M ICB AL 38 2 M. AR RS HE LR IX AN M 5, American Express 1 JCB
SN, FA ARG R R E R RS 5 EIA R 30 S MRS TR AL R i SO — SRR
BER .

American Ex- |Discover JCB Mastercard Visa
press
Level 1 [all® > 300 K allr all TPPs, DSE >|> 300 K
300 K
Level 2 all other all other all other

BSOS [F) 0 ) B RS- 37, PCI DSS #2H TAFEIRIEER, BARZEIR S W N &
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Merchants

Level 1 Level 2 Levels 3 and 4
Type of Onsite Assessment |Self Assessment Determined b*_-,r payment
Assessment: brand or acquirer
Reporting ROC and A5V scan |SAQ and ASY scan |Determined by payment
Requirements: report report brand or acquirer

Service Providers

Level 1 Level 2 Level 3 (American
Express)

Type of Assessment: |Onsite Assessment  [Self assessment Self Asessement
Reporting ROC and ASY scan  |SAQ and ASV scan  [SAQ and ASV scan
Requirements: report report report

it DA B RS R 5 P 7 P R S B A v, 4 HR P R 20 B R AR i A . A7 DA S Ak 3
I 55 22581 PCI DSS #3ift. PCI DSS IR UEE K 7324 QSA (Qualified Security Assessor)
Fl SAQ (Self-Assessment Questionnaires) Fifl. MICIEIIEZ RS —F, 7P RS 12
BER A HARARUER A& I P R T B4 — 1l W ILAT ) PCI DSS FrifERiA
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3 PCIDSS QSA #1 SAQ

1 324 K PCI DSS HIBIFEE R 734 QSA Fil SAQ M. QSA /& PCl 2 FRiEZ 571 234241
) QSA HLIIHAT, SAQ i B RN LT E V- (AESE=5560E) » 8 FoRBATE—
LT AR X R R I R AT T2

3.1 PCIDSS QSA #1 SAQ BIENX X7

PCI DSS SZAT AR b K 22 b At — MO AR SRR B i iF - ANl 2 e AR AL SUR T i 4
BRAe— b R i i, SROE T BRI R AR I BORARAE R EDR . ik
ZONE ARG AT B R 55 PR AL # G ZEARYE PCI DSS bnifk ZORBEAT U B

3.2 PCIDSS QSA

PCI DSS QSA ¥ S A7 % it B AL 55 =77 ) 7 1 B0 R S5 S A s iR RF - N BB SR 54T v S 1
PEAG AR, I &A= 05 &5 ROC (Report on Compliance) FI&#iER] AOC (At-
testation of Compliance) .

atsec BT QSA B, A HE X E SO — 2 ) 8 — IR 55 SO i LA AT 47
JZ QSA #it%. atsec 4T QSA G RLH % LAFMII Bl LA R RS AT -

EEEE

< ' EL e ] ' >
B8
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pesty st

ASVifEiRE |

BEMES
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PCI DSS QSATAESE MG, &M%t i BAR AT A SR AN M B S b, 322810 P 25 B LA

TR

op op

ma< . RASEBRIA
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Fiffe)

- PCIDSS&#HIREROC
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3.3 PCIDSS SAQ

3.3.1 {fiE SAQ Ay

JIT A 7 AR S5 SR RS 6 AR 2638~ H T HA 1 PCI DSS. PCI DSS H #9FAil 7] %5

(SAQ) &Mk TR, BEHR MRS RAE R B R AT2 5555 PCI DSS. PCI
DSS SAQH £ MRAH i & & il . 467 C(Instructions and Guidelines) ] LAHS B & IHLI
T 2 WA SAQEE & S I FREE o AT H VAl RO 7T - 0 IR 55 B (4L st Bl BE SR 52 52 PCI DSS & #L R
% (ROC) , SAQEEA AT KL T H. 45 %PCl DSSEEZ R VLIS B, 6 AR S 44t
T S 5 B2 A WS B LA B SCART it B AR 5 SR UE 5K

ANFAIFISAQIRAY M B /R E R, BRI HGR 2 Wi (Instructions and Guide-
lines) o T/ AR S $2AL 05 75 BAR IR R 2 b AR R 128 AN SAQIE H T 1B IR Es, ARG
A E VYNGR DA {9 2 1% SAQRI T A 3K

SAQ Description

A Card-not-present merchants (e-commerce or mailftelephone-arder), that have fully
outsourced all cardholder data functions ta PCl DSS compliant third-party service
providers, with no electronic storage, processing, or transmission of any cardholder
data on the merchant's systems or premises.

Not applicable to face-to-face channels.

A-EP E-commerce merchants who outsource all payment processing to PCI DSS validated
third parties, and who have a website(s) that doesn't directly receive cardholder data
but that can impact the security of the payment transaction. No electronic storage,
processing, or transmission of cardholder data on merchant’s systems or premises.

Applicable only to e-commerce channels.

B Merchants using only:

= |Imprint machines with no electronic cardholder data storage, and/for

= Standalone, dial-out terminals with no electronic cardholder data storage.
Not applicable to e-commerce channels.

B-IP Merchants using only standalone, PTS-approved payment terminals with an IP
connection to the payment processor with no electronic cardholder data storage.

Not applicable fo e-commerce channels.

CVT Merchants who manually enter a single transaction at a time via a keyboard into an
Internet-based, virtual payment terminal solution that is provided and hosted by a PCI
DSS validated third-party service provider. No electronic cardholder data storage.

Not applicable to e-commerce channels.

c Merchants with payment application systems connected to the Intemet, no electronic
cardholder data storage.

Not applicable fo e-commerce channels.
P2PE Merchants using only hardware payment terminals included in and managed via a

validated, PCI SSC-listed Point-to-Point Encryption (P2PE) solution, with no electronic
cardholder data storage.

Not applicable fo e-commerce channels.

D SAQ D for Merchants: All merchants not included in descriptions for the above SAQ
types.

SAQ D for Service Providers: All service providers defined by a payment brand as
eligible to complete an SAQ.

W ERFR, SAQIL/I ASAQ-A. SAQ-A-EP. SAQ-B. SAQ-B-IP. SAQ-C-VT. SAQ-C.
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SAQ-P2PE. SAQ-D/\Z%, HA1SAQ-D M J* AR &5 $2 AL RS 20 AR AR . 7 J AR 25 $ it
P T B R BT A T S SR, W RE ] TS IPCI DSSE R EH B & 1E
YA EISAQHR, AT REZR W IX N SAQANE & 14 I 3A 85

3.3.2 #93 PCIDSS SAQ

PCI DSS SAQ Hi & ' 8l IS S L ms B iTAs,  FFREt 0t PPl 5 16 ) 25 Bz LG £ 57 A28 B
Al A A B S = QSA ARIIE A HET A P R IRSGS SR AR 8 T
HERHhEE R PCI DSS AREER, DL FE /MR B SRR NSRS 10 2 R sl & ERIRS
SAQ 4, ML RA TN QSA NI A& IR 55 H#kiE QSA NI TIPS TE SAQ 17
& 7. SAQ LAES HHis ;' alid I 5 He ik i B AT 25K SAQ In) & H1-5 #IEW] AOC.

R 25 SCHE R AT SAQIAR Z ) v Bl i 5 383k v, mT LLE4T SAQ H VAl FIASVAT
TAE. SAQH VAN & F5 H s F B R4S 4E R B K IEPCI DSSERERT VAL, JHRHESE R
(Instructions and Guidelines) 5gii&E H 4 &5 AHES .

https://www.pcisecuritystandards.org/documents/SAQ-InstrGuidelines-v3 2 1.pdf?agree-
ment=true&time=1564724644874

PCI DSS SAQ LA 58, AR EIR A4 A AR ORI B R A, $RAZH A 2 e B
AR

- SAQI#
- SAQHIEMIIERHAOC
- ASVHAHIMRE

R, ANRQSAILZESAQIEL FTEPCI DSS, HLIHS L AUE T AT A 1&F IPCl DSSHRAEE R ,
RN T IR AT R B BSR4, BRATTSE IS il i o e IR S5 B A R AT R
QSAITAE, B E(E B 2447 5 =T AL

Yl Ratsecs #/PCl DSS QSAMISAQNR %

https://www.atsec.cn/it-security-services/pci/index.html
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[1] Payment Card Industry (PCI) Data Security Standard Requirements and Security
Assessment Procedures

[2]Payment Card Industry (PCI) Data Security Standard Self-Assessment Questionnaire
Instructions and Guidelines

[3] Understanding the SAQs for PCI DSS
[4] https://www.pcisecuritystandards.org/document_library

[5] https://www.atsec.cn/it-security-services/pci/pci-services/pci-gsal/index.html
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