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1 |AT RS HIVR

MARERAT 5 3T RGUR KRR _FHOB T 4RAT-RAE AR P K P 403, 44T~ '5 PAN
(Primary Account Number) T2 H ik o fE—E 8. # WARIT KRS M 14 23]
19 fr e ANGE, HmbD R ™k B0 = prbs i ISO/IEC 7812. H Hi &# IAR#EN
ISO/IEC 7812-1:2017(en)ttl, iZbriEE LT PAN B =/NHAGR 5, 2352 K RAT 15
fih (1IN: Issuer Identification Number, @3 BIN: Bank ldentification

Number) . PMAK /545 (Individual Account Number) . #&4#5% (Check

Digit)

ISO/IEC 7812 M 1989 = & A E B Bfr st A AT ) 2017 48, KRATHAEY CFXC
i FH B LRI AR“BIN 57 4R 2 OREFAE 6 MK, WU % 1,000,000 Xk
U SRHEANRI R SRS B IR . AR AEARAT R ARATBEER A ISR, 6 M RACEA
REWE A2 2 FIFT R, BRI E BT ISO/IEC 7812 it #s BIN i34 @ N T 8 fii%i¥,
W BR324 100,000,000 A RHU . AR ARHUR AT BLGE SR O/ B AT H i AR R4z £k
) PAN K J2. Flangtxt 16 AR PAN, fEJEAARAETS BIN 1504 6 2, NSAIK 54
9 iz, KRN 1AL, ERARME T, MFEK 16 2 PAN N5 1 8 £z BIN 4, 7 fiA>
NIRRT 1 AR S, & 1 fon 78 IHARHE T PAN Zifis U221

Bank Name Bank Name

1234 ShH7 9875 G503z 1234 5L7&/[987L gu3an

MONTH/YEAR 1234 MONTH/YEAR
e 1,2/99 w8~ 1.2/99

CARDHOLDER CARDHOLDER

1234

B 1: ISO/IEC 7812 #rifi+ PAN Zrtdag = 224k

B XA R R HE bR e 92,  H BT VISALZL, Mastercard[3125:4< i i 2.4 B 1
Y H T IR A A, BRI AN 5E R 8 A7 BIN A S

SR P AL 7 A2 Ak, AT RERT A 1R SIS R G0 BRI, AR S0 32 25T
T 8 £i1 BIN S5 S AT RGN SAT AR P Ml <2 245t (PCI DSS: Payment Card
Industry Data Security Standard) & AT GE B 1K) 520
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2 &%t PCI DSS &%

{ERH 0 PCI DSS 4.0 {5 2R 3.4.1, 2K 3.5.1 LULILR 3.5.1.1 %, %f PAN 4
FRIARIGT (L) T ORI, BOPHERS (Mask) "HE IR T S fe Rse by st
7 AE IO SR 20 1) PAN [U3B 50 ST HEATHTRD, ARJR R 55840 PAN, 1“4 7
(Truncate) "$i i AHRAE R AL HOHE ek A Ff 1) PAN, 7K A OB BR 365
S, OH IR S AT PANISI,

PrAEZE H W

#£3.4.1: PAN is masked when displayed (the BIN and last four digits are
the maximum number of digits to be displayed), such that only personnel
with a legitimate business need can see more than the BIN and last four

digits of the PAN (PAN 7321 ##E#: (BIN FIERIT 4 (75074252 n HIBAH )
BHFERGAG PN 7 RAIIN G AT LLEF: BIN F1 PAN BG4 075 FBENI 75

Kl 2 73 o 1 B sE LIRS PAN BL A POS Wdls LIRS PAN #4515

Agency Name
Agency Address
Agency City, State, Zip

MID 999999
‘ TID: 9999999999999
Terminal ID: V9999999
Date / Time 99/99/99 99:99 AM EDT
Confirmation# 99999999
Card #  seweseseres +9999
Expiration: g
Transaction Type:
el Payment/Purchase/Sale $13.52
Transaction Date: 99/99/99 99:99 PM EDT
. Payment Type:  Credit
&  usemame@emailbox.com ! Card Type_y MasterCard
Approval Code: 999999
Visa ++e 5327 v
Product Name $11.02
12345

[ Y User Name

No. 1224, Unit 1, East Streat ..
Agency Amount:  $11.02
LexisNexis Service Fee: $2.50

@ Total Fee: $13.52
Con erprint 1o continue
_ Customer Copy
 S—

& 2: & LK PAN () Pk POS Wi#E ER#ER PAN ()

Z£3.5.1: PAN is rendered unreadable anywhere it is stored by using any of
the following approaches: G fE/H LU FIET—F 7772, & PAN 7E(F 1777 #F 7 B 75
A )
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- One-way hashes based on strong cryptography of the entire PAN (Z#
T HEN PAN A9 28501 257219 4 ] g 5D

- Truncation (hashing cannot be used to replace the truncated
segment of PAN) (#ir (AFERE/HECTIZHKE He PAN 198077577 )

B /f hashed and truncated versions of the same PAN, or different
truncation formats of the same PAN, are present in an
environment, additional controls are in place such that the
different versions cannot be correlated to reconstruct the

original PAN (478445 PAN HIgC oI FIE TR, 22 /7 PAN /91
BBTHEEC, FRET— B, TEG MR, (TR T4 4
KIGELLE 715 PAN )

- Index tokens (Z7/4/4)

- Strong cryptography with associated key-management processes
and procedures (HENETEL KK Z 5] E P IR /7)

#3X3.5.1.1: Hashes used to render PAN unreadable (per the first bullet of
Requirement 3.5.1) are keyed cryptographic hashes of the entire PAN, with
associated key-management processes and procedures in accordance with
Requirements 3.6 and 3.7. (/7 1&PAN A afsEgpcs] (iR#ZK 3.5.1 #9585 —4)
BN PAN FIMERSY, LUIRITELR3 .6 FI 3.7 FIHKE T E PRI F)

K 3 JEom 1 80 A Xk PAN (4511«

BIREIOPAN |- X %&¢ﬁﬁ%ﬂ§@
\ — [ ## | — .

N
HIRAIE

B 3. EHEETHER YT PAN

FEERNZ, HiTER 3.4.1 f1ZR 3.5.1 ML ERER, MmER 3.5.1.1 #£ 2025
3 A 31 HEr i tEserk, 1% H 2 Ja oy smi] 42 20

2.1 kA 2 e R R

WS FRERSCR AT AR, AR PAN BATHER, R AERA1 PAN it
AT, TSR A L R (R BIN FOAUS 4 R SRR, BIN RSB i T
HEATHIIR AL, e, BRSO, TR 4 GLSUFREA BIN TN BT LAFERF A i
Bt R AN E T, SEERCRI RS B TA PAN [t o I R
04 REBL T, T LA (R0 7 255 10,000 %A fEIUR LA PAN.

DSl A oS FE RS B AT, VRO 2 B AR R AR SR AL 55 7 B EE AT W A Y A Y
A3~ , R PAN [ BIN f5A1)5 4 £ 0] PAEEAT fe 7 A7 A o
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FEX R PAN 1OHERY, ERIEARNLSS 5T, B2 At mT DO 3RS = 2 5 i Ak A 452 AL
30, JE7s PAN 4B NS A BT RS . LU X 3RIE N B, AR HE R
WSS pUE, LB Web N T R oR SRR Z 53 f) PAN; BRERERE 7, fE3R
fRBEEENHEAS, rTBER SR+ ITH PAN.

EEXTAF#E PAN [T, £ BiR 2 e ZORZ Ah, 582 BIN #571208 8 fir, LAR AR
V55 Wb BN T EAFAE BE AL PAN, ™R 28R 3R P B R IAT

PAN KB

BIN K ATR AIHE5Z ) PAN 2 Wig =
Discover
16 1z PAN JCB /0 4 A ET TR AT
(fu4 6 frok 8 i | Mastercard 15 2 ] LOR B 10 o a5
BIN i) UnionPay o Wi 8L, {EEHAD 4 NI
Visa
20 5 A7 HT 7 AT
15 fi7 PAN American Express = EZLNORISHUE DAL S
e W6, J541
<15 £ PAN Discover S ENVRIS UL DA S

o I 6fL, (EEIHLA4 AL

SR R 16

£ 1. WEE2ZK PAN BUiER
Bt XF B A7 2 A A B AT K B . B W BIN RS EEf) 2, 75 B B v % )

2.2 E3k 3.5.1.1 $iEAK Keyed Hash H¥%
£ PCI DSS 4.0 JRAS 1 B s SCnT DU FH I SR F
HMAC: %474k NIST SP 800-107r1 [7]
CMAC: Z# 454k NIST SP 800-38B (8!
GMAC: &% NIST SP 800-38D (9]

F &3] PCI DSS 4.0 bt AR T4 T 128 fr pER, PLERESA NIST
SP800-131Ar2 45t TDEA 5i% 2023 4 12 A 31 HJaZE A TS 2R
[10], 7%k N & 41 Keyed Cryptographic Hash #.i2:

HERAY WIERREEKE
HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512, HMAC-
HMAC SHA-512/256
HMAC-SHA3-256, HMAC-SHA3-384, HMAC-SHA3-512
CMAC AES 128 CMAC, AES 192 CMAC, AES 256 CMAC
GMAC AES 128 GMAC, AES 192 GMAC, AES 256 GMAC

£ 2: BIUER K Keyed Cryptographic Hash &%
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3 < T PAN Bl H Al i

3.1 &R R LUHERIS PCI DSS #EABHERIE

IR AGAEATAE . A AR A 7 Ja PAN,  HLH: A g () 368 20 Mz &
G K AMBRIFEIER I, BaiZ RGeS N IR E S T, ) DAyl sr £ CDE
(FFR ARG Z5h.

% R G R EEAE PAN BT IhAE, 30— S e 72 A R Ak B 5 4R )
PAN, TRz A5G0k Ay CDE B)—# 1L,
3.2 A EBME I
R R G R AFTE— > PAN (AN [T A, B a0kt %[5 — 4> 16 £z PAN:
o ARG 1#MEIREAR 6 AL)5 4 4L
o R4 2 w5 IREAHT 4 A AHE 8 2 11 £z

FATAT LA 2 B3R R G P TR AS o] VKR AT 6 A7, Hhie) 8 2 11 47, J5 4 £z, A
J5n PAN R ALK 200, 52 BN R IR 4G PAN AT RETE .

EXFEN T, RETE@ELTIMNOETEREA,, B PRAS R R W A A B8 A < Bkt ok
TR E 5 4G PAN, B XS SCEME R 2 e B EI R AR E 2R 1 5 =5 P EoRI K
o BNEEZ ARG LT N T CDE 55, FHxt s Wi A i PAN SHTEANFI -,
Un A FH a2 (R AR b 2 J5 70 PAN &5, [11]

3.3 AWTAIRS LA

o AT RGBT [R5 R — A~ PAN BT LB, IR AP
HMFRALE, nFE—DNEIEERARRT, EETR—KEGEET . EXFMELT, WRIK
& R TRXAME R, A ey A A 10 35 RS OR 1 4 s S Lo (R el R
S E4EH) PAN.

PLH DL 16 £57 PAN 3

o MRGHF RAELET 6 A1) 4 iAW, I ATGEHEA T X %, BiERE H R
15 PAN

o WRAZ T Rk PAN IFIME, Kk & 2T 1016 Xila i H 4 RE AT E
BEAT LEX PR H S5 R PAN

o IMHARFGT RN 6 £7)5 4 Arakihr, LA PAN FIHSI R, Hli H X
i B PRI 6 8y, B IE R EJE feRge A, A RGEE Luhn S5%

FEER I BT SRR M EE R, Bl T RE i 2 7 E 3T 105 R THE
KluksE PCI DSS 3K 3.5.1 Whia . “ Gu R AL A2 57 7 i1 F ] —1~ PAN #9 51k

ARIBBIRA, TTRIR B LRI IR RIS GERHT LTI T
HH#R4PAN . "

AT AR A2 i 5]
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1.

K [d—A PAN HHI I FRA AW RA 20 T BEAT ORAE, T 0 DRI BRI Z TRV SR I
Y, AEA3 Bet a8 TiE A SRECHOE R A AN T R A R Bt Bl B SR T a2
ANBERE ORI o B a0 Tl A7 A A2 PR 5] (0 58t 128 B AN RV IR & 8, ELBT
PR e BB 5 A ) 2 ] SRS 5

fEXT PAN BEAT U 2 AT TS 2 W5 K LI SR, IR0 DR SR ARURT SO0 A B i A
(K] PAN TRAFAEAN LT o A ] HSM A2 R ORAF 3R, T0HS BB R A A T i A
IR DR AP R B P P e SRE IR RT B AR R 1 P =AM EDR,  thidilid 31
FEERME, (EFFHLSIZ AT PAN R H SRR o SR8 1 A2 il mT REAE A BE AL &K
&, AERAT IR OL T BEXTRE— > PAN A6 A ME— 2R {E 5%

PA_EAMERIE fIE il R 2SS S WORNURE A 1AM R I, 7 2004 A D
(QSA) HFEESH LRI B MG, F45 & RS0 BN A RS AT # E F5

UE
4 SHUGTE SIS R A £ PCI DSS vl DA SR X 22 4 £ MU AR AIEAHY , T L
B Bk & atsec.
e = PE=T
1. ISO/IEC 7812-1:2017(en)
2. Preparing for the Eight-Digit BIN
3. 8-Digit BIN Expansion and PCI Standards
4. 8-digit BINs and PC| DSS: What You Need to Know
5. What is the difference between masking and truncation?
6. What are acceptable formats for truncation of primary account numbers?
7. Recommendation for Applications Using Approved Hash Algorithms
8. Recommendation for Block Cipher Modes of Operation: The CMAC Mode for

Authentication

9. Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM)
and GMAC
10. Transitioning the Use of Cryptographic Algorithms and Key Lengths
11. Are truncated Primary Account Numbers (PAN) required to be protected in accordance
with PCI DSS?
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https://www.iso.org/obp/ui/#iso:std:iso-iec:7812:-1:ed-5:v1:en
https://ht.visa.com/dam/VCOM/global/partner-with-us/documents/visa.com-numerics-faq.pdf
https://www.mastercard.com/content/dam/public/mastercardcom/globalrisk/pdf/8-Digit%20BIN%20Expansion%20and%20PCI%20Standards%20-%20FINAL%20(10-20-2021).pdf
https://blog.pcisecuritystandards.org/8-digit-bins-and-pci-dss-what-you-need-to-know
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/What-is-the-difference-between-masking-and-truncation
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/What-are-acceptable-formats-for-truncation-of-primary-account-numbers
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-107r1.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-38b.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-38b.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-131Ar2.pdf
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/Are-truncated-Primary-Account-Numbers-PAN-required-to-be-protected-in-accordance-with-PCI-DSS
https://pcissc.secure.force.com/faq/articles/Frequently_Asked_Question/Are-truncated-Primary-Account-Numbers-PAN-required-to-be-protected-in-accordance-with-PCI-DSS

