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12.1 A comprehensive information security policy that governs and provides direction for protection of

the entity’s information assets is known and current.

12.1.1 An overall information security policy |12.1 7EJR 12,1 FRASEAL B, #8807 2R
is: W ANAAE T S PR 5 BB 22K

« Established.

* Published.

* Maintained.

+ Disseminated to all relevant personnel, as
well as to relevant vendors and business

partners.

12.1.2 The information security policy is: HTELR R IR ARPATER 12
« Reviewed at least once every 12 months. BV B 0 . [ AR L SR Bt
» Updated as needed to reflect changes to
business objectives or risks to the

environment.

12.1.3 The security policy clearly defines 12.4 EFER 12.4 (9FRE F, B T4
information security roles and responsibilities iR

for all personnel, and all personnel are aware
of and acknowledge their information security
responsibilities.




12.1.4 Responsibility for information security
is formally assigned to a Chief Information
Security Officer or other information security
knowledgeable member of executive

management.

12.5-
12.5.5
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12.2 Acceptable use policies for end-user technologies are defined and implemented.

12.2.1 Acceptable use policies for end-user
technologies are documented and
implemented, including:

* Explicit approval by authorized parties.

» Acceptable uses of the technology.

« List of products approved by the company
for employee use, including hardware and

software.

12.3-
12.3.9

X RER 12.5-12.5.5 #4T7 T &
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12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed.

12.3.1 Each PCI DSS requirement that B R ZERAE 2025 4 3 A 31 HiEA& N
provides flexibility for how frequently it is S o 0 TP K B RIE AT IR )
performed (for example, requirements to be SRS, N I RS VA ) 5 VR T
performed periodically) is supported by a TE o BRI 7 AR EA R T
targeted risk analysis that is documented and S 7

includes:

« Identification of the assets being protected. AR B (K e o

* Identification of the threat(s) that the TR ) ko SR R 2R T R A R
requirement is protecting against. %,

* Identification of factors that contribute to the . . B

likelihood and/or impact of a threat being FEAR R E TR RIS 0BT
realized. /DA E — IR DA S AR ) AR 4 3
« Resulting analysis that determines, and ITR%E

includes justification for, how frequently the

requirement must be performed to minimize

the likelihood of the threat being realized.

* Review of each targeted risk analysis at

least once every 12 months to determine

whether the results are still valid or if an

updated risk analysis is needed.

+ Performance of updated risk analyses when

needed, as determined by the annual review.

12.3.2 A targeted risk analysis is performed | #7123k ZESRAE 2025 £ 3 H 31 HiEEN

for each PCI DSS requirement that the entity
meets with the customized approach, to

include:

siRffil o Xk FHE HIAE T VR K KU 1
fiti,  BEESRICSRAHM AIESE . m R AEE
AR 2 DRI BT — DA S R AU -




» Documented evidence detailing each
element specified in Appendix D: Customized
Approach (including, at a minimum, a
controls matrix and risk analysis).

« Approval of documented evidence by senior
management.

 Performance of the targeted analysis of risk

at least once every 12 months.

12.3.3 Cryptographic cipher suites and HESR ZECRAE 2025 4F 3 A 31 HEZN
protocols in use are documented and . XTI RN B RS
reviewed at least once every 12 months, B, BRYED I RN A B
including at least the following: WE Al S 34 DL KR 2 e I i)
« An up-to-date inventory of all cryptographic [ AL i S

cipher suites and protocols in use, including

purpose and where used.

« Active monitoring of industry trends

regarding continued viability of all

cryptographic cipher suites and protocols in

use.

» A documented strategy to respond to

anticipated changes in cryptographic

vulnerabilities.

12.3.4 Hardware and software technologies | #iZE3k ZESRAE 2025 4 3 H 31 HiG&N

in use are reviewed at least once every 12
months, including at least the following:

« Analysis that the technologies continue to
receive security fixes from vendors promptly.
« Analysis that the technologies continue to
support (and do not preclude) the entity’s PCI
DSS compliance.

» Documentation of any industry
announcements or trends related to a
technology, such as when a vendor has
announced “end of life” plans for a
technology.

» Documentation of a plan, approved by
senior management, to remediate outdated
technologies, including those for which

vendors have announced “end of life” plans.

S o X BT P (R AR AT B
AR, BEEHAT— RV -

12.4 PCI DSS compliance is managed.




12.4.1 Additional requirement for service
providers only: Responsibility is established
by executive management for the protection
of cardholder data and a PCI DSS
compliance program to include:

« Overall accountability for maintaining PCI
DSS compliance.

* Defining a charter for a PCI DSS
compliance program and communication to

executive management.

1241

FEJREOR 12.4.1 EEal b, 3T
i

12.4.2 Additional requirement for service
providers only: Reviews are performed at
least once every three months to confirm that
personnel are performing their tasks in
accordance with all security policies and
operational procedures. Reviews are
performed by personnel other than those
responsible for performing the given task and
include, but are not limited to, the following
tasks:

« Daily log reviews.

+ Configuration reviews for network security
controls.

+ Applying configuration standards to new
systems.

» Responding to security alerts.

» Change-management processes.

12.11

FEJRER 12,11 Ml E, S0 T
Eitipy

12.4.2.1 Additional requirement for
service providers only: Reviews conducted
in accordance with Requirement 12.4.2 are
documented to include:

* Results of the reviews.

» Documented remediation actions taken for
any tasks that were found to not be
performed at Requirement 12.4.2.

» Review and sign-off of results by personnel
assigned responsibility for the PCI DSS
compliance program.

12.11.1

FEJREESR 12.11.1 (M 5Eal b, T
TR,

12.5 PCI DSS scope is documented and validated.

12.5.1 An inventory of system components
that are in scope for PCI DSS, including a

2.4

FEJRER 2.4 (HAERE b, BOBT T4

&




description of function/use, is maintained and

kept current.

12.5.2 PCI DSS scope is documented and
confirmed by the entity at least once every 12
months and upon significant change to the
in-scope environment. At a minimum, the
scoping validation includes:

« Identifying all data flows for the various
payment stages (for example, authorization,
capture settlement, chargebacks, and
refunds) and acceptance channels (for
example, card-present, card-not-present, and
e-commerce).

» Updating all data-flow diagrams per
Requirement 1.2.4.

« Identifying all locations where account data
is stored, processed, and transmitted,
including but not limited to: 1) any locations
outside of the currently defined CDE, 2)
applications that process CHD, 3)
transmissions between systems and
networks, and 4) file backups.

* Identifying all system components in the
CDE, connected to the CDE, or that could
impact security of the CDE.

* Identifying all segmentation controls in use
and the environment(s) from which the CDE
is segmented, including justification for
environments being out of scope.

« Identifying all connections from third-party
entities with access to the CDE.

» Confirming that all identified data flows,
account data, system components,
segmentation controls, and connections from
third parties with access to the CDE are
included in scope.

HER

HEOROL AR, BOREEFE PG IR
3k PCI DSS iy, B HAR
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12.5.2.1 Additional requirement for
service providers only: PCI DSS scope is
documented and confirmed by the entity at
least once every six months and upon
significant change to the in-scope

environment. At a minimum, the scoping

BrER
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validation includes all the elements specified

in Requirement 12.5.2.

12.5.3 Additional requirement for service | ¥k ZERTE 2025 423 H 31 HJE&N
providers only: Significant changes to SR LSRN R AR R AR LG5 R
organizational structure result in a KA %+ PCI DSS o [ FIAH
documented (internal) review of the impact to It AR

PCI DSS scope and applicability of controls,

with results communicated to executive

management.

12.6 Security awareness education is an ongoing activity.

12.6.1 A formal security awareness program |12.6.2 TEJREER 12.6.2 fFEaE B, BT
is implemented to make all personnel aware ik

of the entity’s information security policy and

procedures, and their role in protecting the

cardholder data.

12.6.2 The security awareness program is: | #7223k ZERLE 2025 4E 3 H 31 HE&N
« Reviewed at least once every 12 months, gl BRFEH T2 BiRmE 2D
and B A — IR SRR T U A
« Updated as needed to address any new Jifs 55 e vk 2L 0TI I 4 i)

threats and vulnerabilities that may impact

the security of the entity’s CDE, or the

information provided to personnel about their

role in protecting cardholder data.

12.6.3 Personnel receive security awareness |12.6.1 EIRER 12.6.1 2Eal b, SEH T
training as follows: IR o

* Upon hire and at least once every 12

months.

* Multiple methods of communication are

used.

* Personnel acknowledge at least once every

12 months that they have read and

understood the information security policy

and procedures.

12.6.3.1 Security awareness training includes | F 3£k ZESRAE 2025 £ 3 H 31 HiEZN

awareness of threats and vulnerabilities that
could impact the security of the CDE,
including but not limited to:

* Phishing and related attacks.

* Social engineering.

sifl. FRIRH T e IR E M
a2 CDE [ b A G 55 1 (1
7, i m s, tha TR




12.6.3.2 Security awareness training includes
awareness about the acceptable use of end-
user technologies in accordance with

Requirement 12.2.1.

HER

ZELSRIE 2025 4£ 3 A 31 El}ﬁf}jé%j
s FAATEH T 2 iR I N A
7 0of £ B 45 R ) 22 4 A 77?20

12.7 Personnel are screened to reduce risks from insider threats.

12.7.1 Potential personnel who will have
access to the CDE are screened, within the
constraints of local laws, prior to hire to
minimize the risk of attacks from internal

sources.

12.7

FEJFER 12.7 HO2EAE b, S8 14

12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is

managed.

12.8.1 A list of all third-party service 12.8.1 TEJREESR 12.8.1 fFEmt B, 58T

providers (TPSPs) with which account data is k. KRR RS HERIRG” BT

shared or that could affect the security of %, BN =TT RSMENR T

account data is maintained, including a A8 535K )38 FH 56 B A

description for each of the services provided.

12.8.2 Written agreements with TPSPs are  |12.8.2 TEJREER 12.8.2 2Eat b, BT

maintained as follows: bz 6 < g e = <

« Written agreements are maintained with all %, RSN =T IR AN,

TPSPs with which account data is shared or S A3 LR 1 3 FH 58 B

that could affect the security of the CDE.

» Written agreements include

acknowledgments from TPSPs that they are

responsible for the security of account data

the TPSPs possess or otherwise store,

process, or transmit on behalf of the entity, or

to the extent that they could impact the

security of the entity’s CDE.

12.8.3 An established process is 12.8.3 TEJREESR 12.8.3 2Lt b, BT

implemented for engaging TPSPs, including iR, BERM) “HRESHNTR Y P

proper due diligence prior to engagement. %, RSN =T IRS RN,
{515 B SR 1 3 FH B P A

12.8.4 A program is implemented to monitor (12.8.4 FEJRER 12.8.5 (Al B, BHH T

TPSPs’ PCI DSS compliance status at least iR, BERM) “HRESHENTR Y P

once every 12 months. %, BN B =TT RSB,
{515 B SR 1 3 FH B P A

12.8.5 Information is maintained about which [12.8.5 FEJREER 12.8.5 2t B, BT

PCI DSS requirements are managed by each

R . K JEORI RS BERIRT”




TPSP, which are managed by the entity, and
any that are shared between the TPSP and

the entity.

%, BN =TT RS BN T,
A4S R IR FH S W

12.9 Third-party service providers (TPSPs) support their customers’ PClI DSS compliance.

12.9.1 Additional requirement for service [12.9 FEJREIR 12.9 By2Eat b, S8 174
providers only: TPSPs acknowledge in R R ERE “RSSHBERIR 7 BT
writing to customers that they are responsible %5, BN CE =TT RSN,
for the security of account data the TPSP A5 15K 1 3 FH 5 R

possesses or otherwise stores, processes, or

transmits on behalf of the customer, or to the

extent that they could impact the security of

the customer’s CDE.

12.9.2 Additional requirement for service |FZEk GESRAT RN AR, BESR ARG R 7

providers only: TPSPs support their
customers’ requests for information to meet
Requirements 12.8.4 and 12.8.5 by providing
the following upon customer request:

* PCI DSS compliance status information for
any service the TPSP performs on behalf of
customers (Requirement 12.8.4).

* Information about which PCI DSS
requirements are the responsibility of the
TPSP and which are the responsibility of the
customer, including any shared
responsibilities (Requirement 12.8.5).

PB4 12.8.4-12.8.5 KA
IVAEPS

12.10 Suspected and confirmed security incidents that could impact the CDE are responded to

immediately.

12.10.1 An incident response plan exists and
is ready to be activated in the event of a
suspected or confirmed security incident. The
plan includes, but is not limited to:

* Roles, responsibilities, and communication
and contact strategies in the event of a
suspected or confirmed security incident,
including notification of payment brands and
acquirers, at a minimum.

* Incident response procedures with specific
containment and mitigation activities for
different types of incidents.

* Business recovery and continuity

procedures.

12.10.1

FEJRER 12.10.1 [ 5Eat 1, S
TR




« Data backup processes.

« Analysis of legal requirements for reporting
compromises.

» Coverage and responses of all critical
system components.

* Reference or inclusion of incident response

procedures from the payment brands.

12.10.2 At least once every 12 months, the  [12.10.2 FEJREEIR 12.10.2 2l -, ST

security incident response plan is: THIR,

» Reviewed and the content is updated as

needed.

* Tested, including all elements listed in

Requirement 12.10.1.

12.10.3 Specific personnel are designated to |12.10.3 FEJRESR 12.10.3 (A E, ¥

be available on a 24/7 basis to respond to TR

suspected or confirmed security incidents.

12.10.4 Personnel responsible for 12.10.4 FEFRER 12.10.4 FFEmt B, #55

responding to suspected and confirmed TR

security incidents are appropriately and

periodically trained on their incident response

responsibilities.

12.10.4.1 The frequency of periodic training | Lk ZESRAE 2025 £ 3 H 31 HEZN

for incident response personnel is defined in sEffil. BARfEH 7T 12.3.1

the entity’s targeted risk analysis, which is SR R N 2 N R BRI R AR

performed according to all elements specified

in Requirement 12.3.1.

12.10.5 The security incident response plan  |11.1.2 ZEAFESR 11.1.2, 11.5.1,

includes monitoring and responding to alerts 1151 12.10.5 ER, BE NG —IER

from security monitoring systems, including Ao [RIESF 3G N T % AT T AR B R o
12.10.5

but not limited to:

* Intrusion-detection and intrusion-prevention
systems.

» Network security controls.

» Change-detection mechanisms for critical
files.

» The change-and tamper-detection
mechanism for payment pages. This bullet is
a best practice until its effective date; refer to
Applicability Notes below for details.

« Detection of unauthorized wireless access

points.

ERERBHLA R 52




12.10.6 The security incident response plan |12.10.6 EJRER 12.10.6 FIZEal -, T
is modified and evolved according to lessons TR
learned and to incorporate industry

developments.

12.10.7 Incident response procedures are in | ¥ ZE3Kk ZERTE 2025 43 H 31 HJE&N
place, to be initiated upon the detection of SR . SRR AEAT (] B o T A 2 )
stored PAN anywhere it is not expected, and T NSRBI N SR R )
include: PR BFHEHAPR T

* Determining what to do if PAN is discovered N . o
X I E AT 4R

outside the CDE, including its retrieval,

secure deletion, and/or migration into the 5 A& 750 UK U — [FIA7 i
currently defined CDE, as applicable. T T 2 803 ARSI L % 4 4o R B
« Identifying whether sensitive authentication 1o

data is stored with PAN. L 2 .
18 I Hh 3 1 1) e dAiRE B A ok

+ Determining where the account data came %
H o

from and how it ended up where it was not
expected.

» Remediating data leaks or process gaps
that resulted in the account data being where

it was not expected.
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