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cardholder data are defined and documented.

10.1 Processes and mechanisms for logging and monitoring all access to system components and

performing activities in Requirement 10 are

documented, assigned, and understood.

10.1.1 All security policies and operational 8.8 TEJ5 10.9 ZORHAE -, 307 sRug Al
procedures that are identified in Requirement TR T B R RR BT K

10 are:

» Documented.

» Kept up to date.

* In use.

* Known to all affected parties.

10.1.2 Roles and responsibilities for BrEisk W AE &I EATE SR 10 RE RS

PRSI A R BT

forensic analysis of events.

10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the

access attempts.

10.2.1 Audit logs are enabled and active for |10.1 FEJRESR 10.1 f110.2 f2Eat b, T3
all system components and cardholder data. 10.2 TR

10.2.1.1 Audit logs capture all individual user |[10.2.1 FEJRZER 10.2.1 (2EAh b, 5 T4
access to cardholder data. b

10.2.1.2 Audit logs capture all actions taken |10.2.2 FEJRZER 10.2.2 (2EAL b, BH T4
by any individual with administrative access, o SRIFLE R M ASEN M HB RS S
including any interactive use of application or HIAE HRAE

system accounts.

10.2.1.3 Audit logs capture all access to audit [10.2.3 FEJRZER 10.2.3 (2EAh b, BB T4
logs. b

10.2.1.4 Audit logs capture all invalid logical |10.2.4

FEIRER 10.2.4 15EAl E, 500 14




10.2.1.5 Audit logs capture all changes to 10.2.5 TEJREESK 10.2.5 BLal ., TR T
identification and authentication credentials .

including, but not limited to:

* Creation of new accounts.

« Elevation of privileges.

« All changes, additions, or deletions to

accounts with administrative access.

10.2.1.6 Audit logs capture the following: 10.2.6 TEJREESK 10.2.6 5Ll F, TR T4
« All initialization of new audit logs, and R

« All starting, stopping, or pausing of the

existing audit logs.

10.2.1.7 Audit logs capture all creation and 10.2.7 TEJREESR 10.2.7 FIREAh B, B3 74
deletion of system-level objects. .

10.2.2 Audit logs record the following details |10.3-10.3.6 | ¥ 5k H E LW EAHNFRER, &

for each auditable event:

« User identification.

* Type of event.

+ Date and time.

* Success and failure indication.

« Origination of event.

« Identity or name of affected data, system
component, resource, or service (for

example, name and protocol).

FN—AER.

10.3 Audit logs are protected from destruction and unauthoriz

ed modifications.

10.3.1 Read access to audit logs files is 10.5.1 FEJREER 10.5.1 (2EAih b, BB T
limited to those with a job-related need. B B F I HE RS TERMBUR .
10.3.2 Audit log files are protected to prevent |10.5.2 FEJREER 10.5.2 (W2EAih b, FH T
modifications by individuals. o

10.3.3 Audit log files, including those for 10.5.3 R ZR 10.5.3 1 10.5.4 #4T T &
external- facing technologies, are promptly 10.5.4 I

backed up to a secure, central, internal log

server(s) or other media that is difficult to

modify.

10.3.4 File integrity monitoring or change- 10.5.5

detection mechanisms is used on audit logs
to ensure that existing log data cannot be

changed without generating alerts.

FEIRER 10.5.5 (%Al b, 500 14

10.4 Audit logs are reviewed to identify anomalies or suspicious activity.




10.4.1 The following audit logs are reviewed |10.6.1 TEJRESR 10.6.1 [BLal ., TR T
at least once daily: o
« All security events.
* Logs of all system components that store,
process, or transmit CHD and/or SAD.
* Logs of all critical system components.
* Logs of all servers and system components
that perform security functions (for example,
network security controls, intrusion-detection
systems/intrusion-prevention systems
(IDS/IPS), authentication servers).
10.4.1.1 Automated mechanisms are used to | H K ZERAE 2025 45 3 H 31 HE&N#
perform audit log reviews. fil. ZRAHBZIWHHIHITHEHE.
10.4.2 Logs of all other system components |10.6.2 TEJRER 10.6.2 A L, BT
(those not specified in Requirement 10.4.1) iR,
are reviewed periodically.
10.4.2.1 The frequency of periodic log BrEisk ZERTE 2025 4 3 A 31 HEZ N
reviews for all other system components (not il o
defined in Requirement 10.4.1) is defined in N - S,
q ) PTG H B H AR, 2R
the entity’s targeted risk analysis, which is . . e
ty's targeted ysis, whiehil R T R AT B 52 «
performed according to all elements specified
in Requirement 12.3.1.
10.4.3 Exceptions and anomalies identified  |[10.6.3 TEJRER 10.6.3 AL L, BT
during the review process are addressed. .
10.5 Audit log history is retained and available for analysis.
10.5.1 Retain audit log history for at least 12 |10.7 FEJREER 10.7 FISEAt E, TR TR,

months, with at least the most recent three

months immediately available for analysis.

10.6 Time-synchronization mechanisms suppo

rt consistent time settings across all systems.

10.6.1 System clocks and time are 10.4 FEJREER 10.4 FIBEAL F, TR TR
synchronized using time-synchronization

technology.

10.6.2 Systems are configured to the correct |10.4.1 B ESk 10.4.1 f110.4.3 ST 5
and consistent time as follows: 10.4.3 IIZER I B SR IEAT T & 9F.

* One or more designated time servers are in
use.

* Only the designated central time server(s)
receives time from external sources.

* Time received from external sources is




based on International Atomic Time or
Coordinated Universal Time (UTC).

» The designated time server(s) accept time
updates only from specific industry-accepted
external sources.

» Where there is more than one designated
time server, the time servers peer with one
another to keep accurate time.

* Internal systems receive time information

only from designated central time server(s).

10.6.3 Time synchronization settings and
data are protected as follows:

* Access to time data is restricted to only
personnel with a business need.

» Any changes to time settings on critical
systems are logged, monitored, and

reviewed.

10.4.2

FEJRESR 10.4.2 H2EAGE, B8 74

10.7 Failures of critical security control systems are detected,

reported, and responded to promptly.

10.7.1 Additional requirement for service |10.8 TEJFER 10.8 (2Eat -, S8 Tk
providers only: Failures of critical security

control systems are detected, alerted, and

addressed promptly, including but not limited

to failure of the following critical security

control systems:

* Network security controls.

* IDS/IPS.

* FIM.

* Anti-malware solutions.

* Physical access controls.

* Logical access controls.

+ Audit logging mechanisms.

» Segmentation controls (if used).

10.7.2 Failures of critical security control HTER ZESRLE 2025 4E 3 A 31 HJE38 A

systems are detected, alerted, and addressed
promptly, including but not limited to failure of
the following critical security control systems:

* Network security controls.

* IDS/IPS.

» Change-detection mechanisms.

* Anti-malware solutions.

* Physical access controls.

* Logical access controls.
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* Audit logging mechanisms.
» Segmentation controls (if used).
+ Audit log review mechanisms.

» Automated security testing tools (if used).

10.7.3 Failures of any critical security controls
systems are responded to promptly, including
but not limited to:

* Restoring security functions.

« Identifying and documenting the duration
(date

and time from start to end) of the security
failure.

« Identifying and documenting the cause(s) of
failure and documenting required
remediation.

* Identifying and addressing any security
issues that arose during the failure.
 Determining whether further actions are
required as a result of the security failure.

* Implementing controls to prevent the cause
of failure from reoccurring.

» Resuming monitoring of security controls.

10.8.1
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11.1 Processes and mechanisms for regularly testing security of systems and networks are defined

and understood.

11.1.1 All security policies and operational
procedures that are identified in Requirement
11 are:

» Documented.

11.6

FEJR 11.6 EORAEERE I, 9N 7 Sems A
TRE 5 AR BT 2K




» Kept up to date.
* In use.

» Known to all affected parties.

11.1.2 Roles and responsibilities for
performing activities in Requirement 11 are

documented, assigned, and understood.

BER

s K EAR AT R 11 (8 B
B TR R A R R B

11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are

addressed.

11.2.1 Authorized and unauthorized wireless
access points are managed as follows:

» The presence of wireless (Wi-Fi) access
points is tested for,

« All authorized and unauthorized wireless
access points are detected and identified,

* Testing, detection, and identification occurs
at least once every three months.

« If automated monitoring is used, personnel

are notified via generated alerts.

11.1

FEJFER 11,1 skl b, SR 7oA.

11.2.2 An inventory of authorized wireless
access points is maintained, including a

documented business justification.

11.1.1

FEJRESR 11.1.1 (et b, BE0RT 14t

11.3 External and internal vulnerabilities are regularly identified, prioritized, and addressed.

11.3.1.1 All other applicable vulnerabilities | #r &k ZERAE 2025 £ 3 H 31 HIEZAE N5
(those not ranked as high-risk or critical per o BRI I KRS VYAl A 12 5 IR Ak
the entity’s vulnerability risk rankings defined HAER /SN, JFERERERE
at Requirement 6.3.1) are managed as PIfERENES

follows:

» Addressed based on the risk defined in the

entity’s targeted risk analysis, which is

performed according to all elements specified

in Requirement 12.3.1.

* Rescans are conducted as needed.

11.3.1.2 Internal vulnerability scans are BER ZERFE 2025 4F 3 A 31 HJEA N5

performed via authenticated scanning as
follows:

» Systems that are unable to accept
credentials for authenticated scanning are
documented.

« Sufficient privileges are used for those

systems that accept credentials for scanning.

o XHRIRAARE AL AR SR T AN R
AREREAT RS 5 ) R LM TIE %
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« If accounts used for authenticated scanning
can be used for interactive login, they are
managed in accordance with Requirement
8.2.2.

11.3.1.3 Internal vulnerability scans are
performed after any significant change as
follows:

« High-risk and critical vulnerabilities (per the
entity’s vulnerability risk rankings defined at
Requirement 6.3.1) are resolved.

* Rescans are conducted as needed.

« Scans are performed by qualified personnel
and organizational independence of the
tester exists (not required to be a QSA or
ASV).

11.2.3

Kl 11.2.3 MIZRYF I AN
SR E R AR S G HEAT IR A R . Ak
XTI B RAR T, EOR%Z 6.3.1
TV R e AN 5 2RI L AR R, I
HEATIE R KA.

11.3.2 External vulnerability scans are
performed as follows:

* At least once every three months.

* By a PCI SSC Approved Scanning Vendor
(ASV).

* Vulnerabilities are resolved and ASV
Program

Guide requirements for a passing scan are
met.

» Rescans are performed as needed to
confirm that vulnerabilities are resolved per
the ASV Program Guide requirements for a

passing scan.

11.2.2

FEJFRESR 11.2.2 (AEaf b, B3R 14t

11.3.2.1 External vulnerability scans are
performed after any significant change as
follows:

* Vulnerabilities that are scored 4.0 or higher
by the CVSS are resolved.

* Rescans are conducted as needed.

+ Scans are performed by qualified personnel
and organizational independence of the
tester exists (not required to be a QSA or
ASV).

11.2.3

el 11.2.3 2SRRI AN A 1
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fidh, JFEATEERIE.

11.4 External and internal penetration testing is regularly performed, and exploitable vulnerabilities and

security weaknesses are corrected.




11.4.1 A penetration testing methodology is
defined, documented, and implemented by
the entity, and includes:

* Industry-accepted penetration testing
approaches.

» Coverage for the entire CDE perimeter and
critical systems.

* Testing from both inside and outside the
network.

* Testing to validate any segmentation and
scope- reduction controls.

* Application-layer penetration testing to
identify, at a minimum, the vulnerabilities
listed in Requirement 6.2.4.

* Network-layer penetration tests that
encompass all components that support
network functions as well as operating
systems.

* Review and consideration of threats and
vulnerabilities experienced in the last 12
months.

» Documented approach to assessing and
addressing the risk posed by exploitable
vulnerabilities and security weaknesses
found during penetration testing.

* Retention of penetration testing results and
remediation activities results for at least 12

months.

11.3
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11.4.2 Internal penetration testing is
performed:

* Per the entity’s defined methodology,

* At least once every 12 months

« After any significant infrastructure or
application upgrade or change

* By a qualified internal resource or qualified
external third-party

+ Organizational independence of the tester
exists (not required to be a QSA or ASV).

11.3.2

FEJRESR 11.3.2 (AEat b, B3R 14t

11.4.3 External penetration testing is
performed:

* Per the entity’s defined methodology
* At least once every 12 months

« After any significant infrastructure or

11.3.1

FEJFESR 11.3.1 (et b, SE08T 14t




application upgrade or change

* By a qualified internal resource or qualified
external third party

« Organizational independence of the tester
exists (not required to be a QSA or ASV).

11.4.4 Exploitable vulnerabilities and security
weaknesses found during penetration testing
are corrected as follows:

* In accordance with the entity’s assessment
of the risk posed by the security issue as
defined in Requirement 6.3.1.

* Penetration testing is repeated to verify the

corrections.

11.3.3

FEJR R 11.3.3 MGl b, S 7
e EE 7T K 6.3.1 MPFELE R
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11.4.5 If segmentation is used to isolate the
CDE from other networks, penetration tests
are performed on segmentation controls as
follows:

* At least once every 12 months and after
any changes to segmentation
controls/methods

 Covering all segmentation controls/methods
in use.

* According to the entity’s defined penetration
testing methodology.

+ Confirming that the segmentation
controls/methods are operational and
effective, and isolate the CDE from all out-of-
scope systems.

+ Confirming effectiveness of any use of
isolation to separate systems with differing
security levels (see Requirement 2.2.3).

* Performed by a qualified internal resource
or qualified external third party.

+ Organizational independence of the tester
exists (not required to be a QSA or ASV).

11.3.4

FEJRESR 11.3.4 (AEaf b, SR 14t

11.4.6 Additional requirement for service
providers only: If segmentation is used to
isolate the CDE from other networks,
penetration tests are performed on
segmentation controls as follows:

* At least once every six months and after
any changes to segmentation

11.3.4.1

FEIRER 11.3.4.1 (ARG E, B8 T4l




controls/methods.

« Covering all segmentation controls/methods
in use.

« According to the entity’s defined penetration
testing methodology.

« Confirming that the segmentation
controls/methods are operational and
effective, and isolate the CDE from all out-of-
scope systems.

« Confirming effectiveness of any use of
isolation to separate systems with differing
security levels (see Requirement 2.2.3).

* Performed by a qualified internal resource
or qualified external third party.

« Organizational independence of the tester
exists (not required to be a QSA or ASV).

11.4.7 Additional requirement for multi-
tenant service providers only: Multi-tenant
service providers support their customers for
external penetration testing per Requirement
11.4.3and 11.4.4.

BER
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11.5 Network intrusions and unexpected file changes are detected and responded to.

11.5.1 Intrusion-detection and/or intrusion-
prevention techniques are used to detect
and/or prevent intrusions into the network as
follows:

« All traffic is monitored at the perimeter of
the CDE.

« All traffic is monitored at critical points in the
CDE.

* Personnel are alerted to suspected
compromises.

« All intrusion-detection and prevention
engines, baselines, and signatures are kept

up to date.

11.4

FEJRESR 11.4 (Akat b, SR 14k

11.5.1.1 Additional requirement for
service providers only: Intrusion-detection
and/or intrusion-prevention techniques
detect, alert on/prevent, and address covert

malware communication channels.

WER
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11.5.2 A change-detection mechanism (for

11.5

FEJREK 11.5 A 1, 087 7 k.




example, file integrity monitoring tools) is
deployed as follows:

* To alert personnel to unauthorized
modification (including changes, additions,
and deletions) of critical files.

* To perform critical file comparisons at least

once weekly.

11.6 Unauthorized changes on payment pages are detected and responded to.

11.6.1 A change- and tamper-detection
mechanism is deployed as follows:

* To alert personnel to unauthorized
modification (including indicators of
compromise, changes, additions, and
deletions) to the HTTP headers and the
contents of payment pages as received by
the consumer browser.

» The mechanism is configured to evaluate
the received HTTP header and payment
page.

» The mechanism functions are performed as
follows:

— At least once every seven days

OR

— Periodically (at the frequency defined in the
entity’s targeted risk analysis, which is
performed according to all elements specified
in Requirement 12.3.1).
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