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5.1 Processes and mechanisms for protecting all systems and networks from malicious software are
defined and understood.

5.1.1 All security policies and operational 5.4 TEJ5 5.4 BORIERE -, 90 7 SREE AR
procedures that are identified in Requirement (et SRS TIN5
5 are:

» Documented.
» Kept up to date.
* In use.

» Known to all affected parties.

5.1.2 Roles and responsibilities for BrEsR o H A IRAIAT ER 5 I B S
performing activities in Requirement 5 are FITE L £ S ER 5

documented, assigned, and understood.

5.2 Malicious software (malware) is prevented, or detected and addressed.

5.2.1 An anti-malware solution(s) is deployed | 5.1 XTI 5.1 MR BT TR
on all system components, except for those
system components identified in periodic
evaluations per Requirement 5.2.3 that
concludes the system components are not at

risk from malware.

5.2.2 The deployed anti-malware solution(s): |5.1.1 PR 5.1.1 BESREHHEAT T IR .
* Detects all known types of malware.
* Removes, blocks, or contains all known

types of malware.

5.2.3 Any system components that are not at |5.1.2 7EJ 5.1.2 TRMEM L, S E ST
risk for malware are evaluated periodically to N2 HB R R G A, 2 A

include the following: T BRI R R R HAER K




» A documented list of all system components
not at risk for malware.

* Identification and evaluation of evolving
malware threats for those system
components.

« Confirmation whether such system
components continue to not require anti-

malware protection.

P RS SN 15 Gk S AN AT B R R A
77 7 S5 0 T K

5.2.3.1 The frequency of periodic evaluations
of system components identified as not at
risk for malware is defined in the entity’s
targeted risk analysis, which is performed
according to all elements specified in
Requirement 12.3.1.

BER

T RS PP H AR, BEXT 25K 5.2.3
IRAT R

5.3 Anti-malware mechanisms and processes

are active, mai

ntained, and monitored.

5.3.1 The anti-malware solution(s) is kept 5.2 P 5.2 BORIEAT THR5y, MLESRIE 5B
current via automatic updates. B A RE I R

5.3.2 The anti-malware solution(s): 5.2 P 5.2 BORIEAT THR5r, MESRIE S E
+ Performs periodic scans and active or real- MR AR 2R

time scans.

OR

* Performs continuous behavioral analysis of

systems or processes.

5.3.2.1 If periodic malware scans are HrELR FT KR IEAL I E AR, e X 2K 5.3.2
performed to meet Requirement 5.3.2, the E SRR AT IR

frequency of scans is defined in the entity’s

targeted risk analysis, which is performed

according to all elements specified in

Requirement 12.3.1.

5.3.3 For removable electronic media, the BER IV R 2 A e I U E K R R e by

anti- malware solution(s):

* Performs automatic scans of when the
media is inserted, connected, or logically
mounted,

OR

* Performs continuous behavioral analysis of
systems or processes when the media is

inserted, connected, or logically mounted.

RIZEK.




disabled or altered by users, unless
specifically documented, and authorized by
management on a case-by-case basis for a

limited time period.

5.3.4 Audit logs for the anti-malware 5.2 XTI 5.2 BORBEAT T HR5y, ERE S H
solution(s) are enabled and retained in HEHSREMEK.

accordance with Requirement 10.5.1.

5.3.5 Anti-malware mechanisms cannotbe | 5.3 X 5.3 E R EHTHEAT T Hik .

5.4 Anti-phishing mechanisms protect users against phishing

attacks.

5.4.1 Processes and automated mechanisms
are in place to detect and protect personnel

against phishing attacks.
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defined and understood.

6.1 Processes and mechanisms for developing and maintaining secure systems and software are

performing activities in Requirement 6 are

documented, assigned, and understood.

6.1.1 All security policies and operational 6.7 TEJR 6.7 BERMILRE -, 90 7 sReg Al
procedures that are identified in Requirement VR R RR HORT I 2R

6 are:

» Documented.

» Kept up to date.

* In use.

» Known to all affected parties.

6.1.2 Roles and responsibilities for BrER o i X BRARPAT ZER 6 1A BE

TR N A T

6.2 Bespoke and custom software are developed securely.




6.2.1 Bespoke and custom software are
developed securely, as follows:

« Based on industry standards and/or best
practices for secure development.

* In accordance with PCI DSS (for example,
secure authentication and logging).

* Incorporating consideration of information
security issues during each stage of the

software development lifecycle.

6.3

KPR 6.3 ZRA “ AR R
MIZR, JHEEN R DR, A
WX AR IFAE T 5 =T5 T KR -

6.2.2 Software development personnel
working on bespoke and custom software are
trained at least once every 12 months as
follows:

» On software security relevant to their job
function and development languages.

* Including secure software design and
secure coding techniques.

« Including, if security testing tools are used,
how to use the tools for detecting

vulnerabilities in software.

6.5

Kl 6.5 BOREE— DT T,
T BDREIRIESR, AT R
RN, BRI T AN

6.2.3 Bespoke and custom software is
reviewed prior to being released into
production or to customers, to identify and
correct potential coding vulnerabilities, as
follows:

» Code reviews ensure code is developed
according to secure coding guidelines.

+» Code reviews look for both existing and
emerging software vulnerabilities.

+ Appropriate corrections are implemented
prior to release.

6.3.2

KR 6.3.2 ERHAT TR, BLEORE
X B BB AN AR A% 5 L

6.2.3.1 If manual code reviews are performed
for bespoke and custom software prior to
release to production, code changes are:

* Reviewed by individuals other than the
originating code author, and who are
knowledgeable about code-review techniques
and secure coding practices.

» Reviewed and approved by management
prior to release.

6.3.2

KR 6.3.2 ERHAT TR, BLEOREE
XN TACHS B % (A 2K




6.2.4 Software engineering techniques or
other methods are defined and in use by
software development personnel to prevent
or mitigate common software attacks and
related vulnerabilities in bespoke and custom
software, including but not limited to the
following:

« Injection attacks, including SQL, LDAP ,
XPath, or other command, parameter, object,
fault, or injection-type flaws.

« Attacks on data and data structures,
including attempts to manipulate buffers,
pointers, input data, or shared data.

« Attacks on cryptography usage, including
attempts to exploit weak, insecure, or
inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of
operation.

« Attacks on business logic, including
attempts to abuse or bypass application
features and functionalities through the
manipulation of APIs, communication
protocols and channels, client- side
functionality, or other system/application
functions and resources. This includes cross-
site scripting (XSS) and cross-site request
forgery (CSRF).

* Attacks on access control mechanisms,
including attempts to bypass or abuse
identification, authentication, or authorization
mechanisms, or attempts to exploit
weaknesses in the implementation of such
mechanisms.

» Attacks via any “high-risk” vulnerabilities
identified in the vulnerability identification
process, as defined in Requirement 6.3.1.

6.5.1

6.5.2

6.5.3

6.5.4

6.5.5

6.5.6

6.5.7

6.5.8

6.5.9

6.5.10

Ji 6.5.1-6.5.10 ZR MK ARA, &I
ZER o AZERBE U A TREEAR S5
1%, CABHIEFT A A IR AR L

6.3 Security vulnerabilities are identified and addressed.

6.3.1 Security vulnerabilities are identified
and managed as follows:

» New security vulnerabilities are identified
using industry-recognized sources for
security vulnerability information, including
alerts from international and national

6.1

FEJR 6.1 ZRAHEEAL b, 7 R
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computer emergency response teams
(CERTS).

« Vulnerabilities are assigned a risk ranking
based on industry best practices and
consideration of potential impact.

« Risk rankings identify, at a minimum, all
vulnerabilities considered to be a high-risk or
critical to the environment.

* Vulnerabilities for bespoke and custom, and
third-party software (for example operating

systems and databases) are covered.

6.3.2 An inventory of bespoke and custom BrER X5 B B B R AL DA R B B i) 8 =07 41
software, and third-party software PEEATYEY T, DURF IR AR T & R,
components incorporated into bespoke and

custom software is maintained to facilitate

vulnerability and patch management.

6.3.3 All system components are protected | 6.2 W 6.2 IESREHTHHT T A .

from known vulnerabilities by installing
applicable security patches/updates as
follows:

« Critical or high-security patches/updates
(identified according to the risk ranking
process at Requirement 6.3.1) are installed
within one month of release.

« All other applicable security
patches/updates are installed within an
appropriate time frame as determined by the
entity (for example, within three months of

release).

6.4 Public-facing web applications are protected against attacks.

6.4.1 For public-facing web applications, new
threats and vulnerabilities are addressed on
an ongoing basis and these applications are
protected against known attacks as follows:
» Reviewing public-facing web applications
via manual or automated application
vulnerability security assessment tools or
methods as follows:

— At least once every 12 months and after
significant changes.

— By an entity that specializes in application

security.

6.6
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— Including, at a minimum, all common
software attacks in Requirement 6.2.4.

— All vulnerabilities are ranked in accordance
with requirement 6.3.1.

— All vulnerabilities are corrected.

— The application is re-evaluated after the
corrections

OR

* Installing an automated technical solution(s)
that continually detects and prevents web-
based attacks as follows:

— Installed in front of public-facing web
applications to detect and prevent web-
based attacks.

— Actively running and up to date as
applicable.

— Generating audit logs.

— Configured to either block web-based
attacks or generate an alert that is
immediately investigated.

6.4.2 For public-facing web applications, an
automated technical solution is deployed that
continually detects and prevents web-based
attacks, with at least the following:

« Is installed in front of public-facing web
applications and is configured to detect and
prevent web-based attacks.

« Actively running and up to date as
applicable.

» Generating audit logs.

* Configured to either block web-based
attacks or generate an alert that is
immediately investigated.

WER

XHIR 6.6 HYESR A H 2T ST
S, REFEARSR H IR E S ST
% (I WAF) .

6.4.3 All payment page scripts that are
loaded and executed in the consumer’s
browser are managed as follows:

» A method is implemented to confirm that
each script is authorized.

» A method is implemented to assure the
integrity of each script.

BER
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* An inventory of all scripts is maintained with
written justification as to why each is

necessary.

6.5 Changes to all system components are managed securely.

6.5.1 Changes to all system components in
the production environment are made
according to established procedures that
include:

» Reason for, and description of, the change.
» Documentation of security impact.

» Documented change approval by authorized
parties.

* Testing to verify that the change does not
adversely impact system security.

* For bespoke and custom software changes,
all updates are tested for compliance with
Requirement 6.2.4 before being deployed
into production.

* Procedures to address failures and return to
a secure state.

6.4.5

6.4.5.1

6.4.5.2

6.4.5.3

6.4.5.4

IR 6.4.5-6.4.5.4 FJEORERTHAT 78
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6.5.2 Upon completion of a significant
change, all applicable PCI DSS requirements
are confirmed to be in place on all new or
changed systems and networks, and
documentation is updated as applicable.

6.4.6

Xt 6.4.6 IR EHHAT Tk

6.5.3 Pre-production environments are
separated from production environments and
the separation is enforced with access

controls.

6.4.1

XTI 6.4.1 EREAT 1 fk, ZORTUVE
PRI A A B REAT U 42

6.5.4 Roles and functions are separated
between production and pre-production
environments to provide accountability such
that only reviewed and approved changes are

deployed.

6.4.2

XTI 6.4.2 IEORIEAT ik, ZORTE
PEIAEE 5 A T AT M U DI RE IR 3 S
Pl o

6.5.5 Live PANSs are not used in pre-
production environments, except where those
environments are included in the CDE and
protected in accordance with all applicable

PCI DSS requirements.

6.4.3

XTI 6.4.3 I EORIEAT 7t ZOREFR
NI 2 ANASREAEAE AL K P #
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6.5.6 Test data and test accounts are
removed from system components before the

system goes into production.

6.4.4

XFJ 6.4.4 HESRPEAT TR .




