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B A

"W A"TE 12 PCI-DSS 1 V2.0 fiiAs.

HAE G T

A EZ MR S BARKE, &R T ZARBLAE QR T 1 -

3.2 AR UL B

B T A 2.3 FHR RO A ERAH B TRRR, BAE IR T AN R % AR )
R
PEPNVARESS Xof IS F) A A 15 V3.0 AR T
R R A PCI DSS [ERIB PRIk SR (R ere aceoun data (carchalder data andior
N N Y P B e 4 4 3 A
WHREH | BB AU AEEE) AT SRS | sensitive authentication data) is stored, processed or
T HINLEY . tidE T8 AT A A E-£ AR | transmitted. Some PCI DSS requirements may also be
s AN 2o 23 = applicable to organizations that have outsourced their
B 'IE%@‘;” s ”Bﬂﬁ%ﬁﬁ (RpLA C @HLMﬂ?Tﬁ payment operations or management of their CDE.
BRI RS T 4% PCI DSS 223K 12E47 AH Additionally, organizations that outsource their CDE or
V214 M) payment operations to third parties are responsible for
RIHIGRY™ ensuring tha}t the account data is_protected by the third party
B 2 a8 U GEROIE, ERAUS A per the applicable PCI DSS requirements.
Y, XEFEEH T AEH PAN HIiE Serrl]sitive guthentice}]t‘ion data n&usthnot bel_stored afterr]
. Iy =) S N M) gt authorization, even if encrypted. This applies even where
Bl AL N lﬁqiiﬁl—lﬁ””‘%gﬁg\ RGPS G there is no PAN in the environment. Organizations should
IIEE TR FE AT 2 15 RV A7, 2 A contact their acquirer or the individual payment brands
DL AR S AR TSR di(ectly to und_erst_and whether SAD is permitted to be stored
prior to authorization, for how long, and any related usage
and protection requirements.
G PA- | BTG AR K AHUBIORIAT | A appicatons trat store process, o vansitcardholder
Y 3 “ A 1 N ) A) . . . . . ?
DSS 1% (WS CE PA-DSS S S7EHLA) including applications that have been validated to PA-DSS.
% PCI DSS 3 FhTEE N . PCl DSS ¥ P FE % | The PCI DSS assessment should verify the PA-DSS
LR A B S validated payment application is properly configured and
SrikZeit PA-DSS &L N 1 E‘IEEEEE securely implemented per PCI DSS requirements. If the
B sSiE. mRZN S T R payment application has undergone any customization, a
W, &5 155 PA-DSS WIEINUA(i% | more depth review il be requred durng he PSS
gt PTG EVEGHE T PCI DSS ZER K representati\’/e of the version that was validated to PA-DSS.
ko
e = IR = RA MA@ PCI DSS 4 #K, g]the trr]lirdlgarty g(jrlderngqgs tl:eir_gwn PCt:I chSS ass;essmentt,
ey should provide sufficient evidence to their customers to
ﬁﬂﬁ%/?l‘ B[R] FL 28 P B A 78 2 (13 DA PR 1% PP A v verify that the scope of the service provider's PCl DSS
BHFME |BEES TEHTER RS, HFEEMI\ | assessment covered the services applicable to the customer
m %= R and that the relevant PCI DSS requirements were examined
B AHRE Y 225K CAR S E EHE’( ﬁ%{“’ and determined to be in place. The specific type of evidence
HE P llE?Ef{n“W%ﬂ:ﬂﬁ Bl el & E, provided by the service provider to their customers will
He At AOC/AH =343 1 ROC N, dep_end on the agreement;/c_:ontracts in place between those
parties. For example, providing the AOC and/or relevant
sections of the service provider's ROC (redacted to protect
any confidential information) could help provide all or some
of the information.
ke TEFAHIKRIT PCI DSS &8, af iz | While itis acceptable for an assessor to sample business

At Vi L R o Wi R LR AT BR
UE, EA RVFUFE K131 552 2] PCI DSS 1)
BOR CHedn, R MESS R NOE T A
MRGHM) o FFER, EASITBA Y
K #E i 7r PCI DSS %3k,

facilities/system components as part of their review of an
entity’s PCI DSS compliance, it is not acceptable for an
entity to apply PCI DSS requirements to only a sample of
their environment (for example, requirements for quarterly
vulnerability scans apply to all system components).
Similarly, it is not acceptable for an assessor to only review
a sample of PCI DSS requirements for compliance.
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ARG bR AL 1 5 v B RS 2R e
HM G, tn, FENHRHEE R, fhiked s
AL AT ot Al L FH (AN A R AS A 5 [ 21

I
= o

Samples of system components must include every type and
combination that is in use. For example, where applications
are sampled, the sample must include all versions and
platforms for each type of application.

3.3 X AN IR ER
E N T SATIRR R AR DL RS BEARRIR R, BRI T — 2238, BRI S ERTEIEW .. &

WIHf. VAR, ATRLHE K,

VLB R

33.1 BMERER
FRUA(E SNMIP LRI A . ANy KRR BUBUERCRBIN 1o P 5 SRR i1 &

TR BRI T MR, ERERUNEED . &
DTS VR, SR TR AE Bk, Fiiokid

Mg, SHE . ERAEEFERIT A
ﬁ%ﬁf24\6510 9.9. 12.8.5 & HE

Ko XTEEPARE f LU,
A TR | AL B AR AR HER S (V3.0)
JRE R V2.0 HIUBAHR SNMP A4, 116 Documtentaltion a(r;d bl:sinﬁss jlést!fic?tign fodr use of et\IIt_
i Yoy s services, protocols, and ports allowed, including documentation
A2 FRASH B A 2 A= [ B WO SNMP RS VL of security features implemented for those protocols considered
V2 BRA to be insecure.
. ST N / vy i Z 42 | Examples of insecure services, protocols, or ports include but
XT?{%EEJE% R ASH] SNME\JUJ L}(El’]/%]ﬁ are not limited to FTP, Telnet, POP3, IMAP, and SNMP v1 and
A, T ETE FEAH RN E S T N | va.
SNMP V3 fifi 4.
TR HORCAS AR B P DL e A
7o
JFRERY | FBELL V2.0 A B HRA A B kS B ks (14 IlnstaII persoge:jl firfewallr]software on an)r/]mobile and/rc])r
p o, | employee-owned devices that connect to the Internet when
i H‘ijﬁ Li)%%%wjﬁ E/]%EHU‘:’ RN outside_the network (for example, laptops used by_ employees),
NP5 K BE S A8 2 SR W BH R P ) 0 0 o andfyvhlch_ are glslo gsed to access the network. Firewall
configurations include:
o 3 4k 2 I 22 A
TR HTRRAS AN PO 2R L8 0 - Specific configuration settings are defined for personal
7o firewall software.
- Personal firewall software is actively running.
- Personal firewall software is not alterable by users of mobile
and/or employee-owned devices.
HURE | V2.0 IR q:a Eﬂﬁﬁ%&%ﬂﬁﬁﬁﬁﬁﬁﬁ?&f 5_.1 ﬁllways change vedn(:or—lfuppliedtdega;ﬂts e_mdt r-lt-lz_move or t
4 \ 2 isable unnecessary default accounts before installing a system
)EH‘?B Eq?j(u\*)l‘ IIIAL»’ %EH&ZIKEP %E%T{l{:&ﬁ/] on the network
o .

XA EA AR R G AP LB
PHLE (S BT, JFE— MR
e
R
9o

FHTRRAR FF 8 0 4y P 2 AL € A

This applies to ALL default passwords, including but not
limited to those used by operating systems, software that
provides security services, application and system
accounts, point-of-sale (POS) terminals, Simple Network
Management Protocol (SNMP) community strings, etc.).

2.2.d Verify that system configuration standards include the
following procedures for all types of system components:

- Changing of all vendor-supplied defaults and elimination
of unnecessary default accounts

- Implementing only one primary function per server to prevent
functions that require different security levels from co-existing on
the same server

- Enabling only necessary services, protocols, daemons, etc., as
required for the function of the system

- Implementing additional security features for any required
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services, protocols or daemons that are considered to be
insecure

- Configuring system security parameters to prevent misuse

- Removing all unnecessary functionality, such as scripts,
drivers, features, subsystems, file systems, and unnecessary
web servers.

I | AT BERE SR SN 4R RS gct FI;/(Iéafig:a;rE: ??3 iSn;/entory of system components that are in
R HIFRIPIZR . X THRrEE R P Rk '
2% A B & FUR S AT WG A 1 22
SEROYES
BB (V2.0 WA A 04642 17 BT | 3.2 Do nottore seritve authentcato data atr autrorizaton
I Bl WARCERR 7 IRFFZE RSN, EER received, render all data unrecoverable upon completion of
AFRBUBRGAUE SR MR 5 ATk & . the authorization process.
It is permissible for issuers and companies that support issuing
AN EE YA N R, ST seTrr\]/ices_ to sgorg sens_itivtgf_autthenticz(ajtion data if:
I e e Y | T A - There is a business justification an
22 AR EEAS HURVIE ARG . | The Gata s stored soouron,
e 2 3 e +p | Sensitive authentication data includes the data as cited in the
gE‘: B RBCA S INER) P9 225 D76 o 1A following Requirements 3.2.1 through 3.2.3:
JEESRd V2.0 B E SR G AL & R A R 3:3.? Exin;i;ﬁ Wtritten _?;Iicies and procedures for masking the
. , isplay o s to verify:
fE | BEEARS, FRATRN T RS EE ‘: / e ot
= S 4 - Alist of roles that need access to displays of full PAN is
R THIAE 25 RS AT IR 22 documented, together with a legitimate business need for
§ g g
Ko each role to have such access.
BB T e B | it & logitmate business need can See the ful PAN
BEATAREE, XERAIE . XFRIF AL '
S S A5 S 4 O - All other roles not specifically authorized to see the full PAN
% RS AT must only see masked PANSs.
VERG: BT RRAS TS I A 2 D A
I3
IS | 6T B R R AR A 4% | 4.1 Use strong cryptography and security protocols (for B
" A T H _— example, SSL/TLS, IPSEC, SSH, etc.) to safeguard sensitive
e HRIZER, B RA RS cardholder data during transmission over open, public networks,
GSM. CDMA. T EMLENNR| AL 2E |including the following:
3 - Only trusted keys and certificates are accepted.
@b‘(é\;mmmﬁ}g%%j\ﬁﬁ%iﬁﬁﬁﬁ& ;:c-nrrr\]f?gﬁrrgtt?c::r?sl in use only supports secure versions or
I ASERZE,  IFREAT AR BL R B 0 A4 4 fR
s - The encryption strength is appropriate for the encryption
° methodology in use.
VER: OFTRRAS TR NI P 25 I B2 6 AR Examples of open, public networks include but are not limited to:
g - The Internet
- Wireless technologies, including 802.11 and Bluetooth
- Cellular technologies, for example, Global System for
Mobile communications (GSM), Code division multiple
access (CDMA)
- General Packet Radio Service (GPRS).
- Satellite communications.
R\ R T ATFRA SR {THAI S |6 Address common coding wulnerabiltes in softwre-
I WY, GG T 2 e gm B R AN T g '

g T BEAT T A S DI o

SEUCE FD AL T 1 R 5 38 AN S0
BAFIT AR TN A REI

VER: BRRCAS TR RN P9 7 L SR € AR T

b

- Train developers in secure coding techniques, including
how to avoid common coding vulnerabilities, and
understanding how sensitive data is handled in memory.

- Develop applications based on secure coding guidelines.

Note: The vulnerabilities listed at 6.5.1 through 6.5.10 were
current with industry best practices when this version of PCI
DSS was published. However, as industry best practices for
vulnerability management are updated (for example, the
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OWASP Guide, SANS CWE Top 25, CERT Secure Coding,
etc.), the current best practices must be used for these
requirements.

LG | SRLAT 30K R0 B | 6510 Bamine software developmentpoliciesand
SR . e 2 25 -Tvie !
2R PR E B that broken authentication and session management are
o . . U . |addressed via coding techniques that commonly include:
L el LI N o tokens e cookiss
T o A S 3R AL A 32 - Flagging session tokens (for example cookies) as
i;ﬁ;ﬁéﬁwﬁﬂﬂw@Aﬁﬁﬁ% o
R - Not exposing session IDs in the URL
- Incorporating appropriate time-outs and rotation of
session IDs after a successful login.
Note: Requirement 6.5.10 is a best practice until June 30,
2015, after which it becomes a requirement.
JRE SR | AT RN A BRI 2R B UL K BT 7.1.1 Define access needs for each role, including:
BN ] B BRI AT 5 Yo - System components and data resources that each role
needs to access for their job function
@L}(\ﬁ%ﬂ*ﬂi@%ﬁf@%"ﬁ}\%é\}ﬁéﬂﬁi\‘ Tﬁ@ - Level of privilege required (for example, user,
PR LA S N B3 A LA I R G &, R AT administrator, etc.) for accessing resources.
Y.
TER G B s N o D g A
I3
HIHNE | AR T FE AR P S DL E L as [8.2.2 Vc_erify user identity before m_odifying any authentication
e .~ credential—for example, performing password resets,
R | ER R
[EA =P o provisioning new tokens, or generating new keys.
AEUCE LR BT [ Ff -~ A5 & A
PURE S (BFEM. . BN
FEE B RAT LA P S
TERE: BT RRCAS TP Iy A 2 DL R E o A S
I3
JRESRE | BiARA B T A A R P I T 5 g.cﬁiSggt:?aeﬁltuzggscigglﬂ?:;ate authentication procedures and
I (RSRIEDR, AAE A EAE RS XA _ e o ,
TEAE B 48 Gt - Guidance on selecting strong authentication credentials
N e - Guidance for how users should protect their
BIA AU T AT L2 (B | authentication credentials
A 2R R I AL NV b EL
NS i - Instructions not to reuse previously used passwords
EARE. B BN VNS
AEIREATE D .
* - Instructions to change passwords if there is any suspicion
V. WA TR P 25 N, BB Ak the password could be compromised.
I3
IR s THE&%@E@%X?L/E\:)EHF W 25T Y 8.5.]_.dAdditi§;rr1]aI reqltjirement fct>r servtice providel_’s: S?frvice
& ) v 1 < providers with remote access to customer premises (for
ZR o 45 FHI P — PE K 5 R 2R example, for support of POS systems or servers) must use a
N SN N . unique authentication credential (such as a password/phrase)
A LA 78 T2k 5 ME— PR K . for each customer.
Note: This requirement is not intended to apply to shared
hosting providers accessing their own hosting environment,
where multiple customer environments are hosted.
Note: Requirement 8.5.1 is a best practice until June 30, 2015,
after which it becomes a requirement.
TS VI A4 TE TS AR UL — | 8.0 Where other autentcation mechapissare used (o
ER PEIK 5 2R . : ’ ’

SRV RN LRV SEk 5 ME— PRI 2R

certificates, etc.), use of these mechanisms must be assigned
as follows:

- Authentication mechanisms must be assigned to an individual
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account and not shared among multiple accounts.

- Physical and/or logical controls must be in place to ensure only
the intended account can use that mechanism to gain access.

I En T el R i R R A A EE | 9.9 Protect devices that capture payment card data via direct
o 5 physical interaction with the card from tampering and
TR Ko substitution.
BAE TN N GE3P i & 532 . EHIXT | Note: These requirements apply to card-reading devices used in
ST AL S £ N s 72 [ card-present transactions (that is, card swipe or dip) at the point
}f%l&ﬁrkﬁ PS5 YIS N B35 T 58 of sale. This requirement is not intended to apply to manual key-
B, BARWR: entry components such as computer keyboards and POS
R . keypads.
1o BEyORE ML AIAIR . A EAR T Note: Requirement 9.9 is a best practice until June 30, 2015
BT, MAKME. 755 e after which it becomes a requirement. ’ ’
Mk At
PEAR RS 9.9.1 Maintain an up-to-date list of devices. The list should
2. EHINT A TR, LB include the following:
Eﬁ%*ﬂﬁ?}ﬁ%o ;5% Make, model of device
“skimming_prevention_IS” SC#4. Location of device (for example, the address of the site or
facility where the device is located)
3. XA FHEATH U‘E%1%{Eﬁﬁj\m ﬂZ{ Device serial number or other method of unique identification.
ABARE R R EFHHARTHI 9.9.2 Periodically inspect device surfaces to detect tampering
Y NALA 7AS ST i " o . :
é’%ﬂ;]\m HIECEFIN Iﬁiﬁigﬂmj 15 BL T3k (for example, addition of card skimmers to devices), or
AT2ERR . R B RT SR IAT NS, substitution (for example, by checking the serial number or other
device characteristics to verify it has not been swapped with a
fraudulent device).
Note: Examples of signs that a device might have been
tampered with or substituted include unexpected attachments or
cables plugged into the device, missing or changed security
labels, broken or differently colored casing, or changes to the
serial number or other external markings.
9.9.3 Provide training for personnel to be aware of attempted
tampering or replacement of devices. Training should include
the following:

Verify the identity of any third-party persons claiming to be
repair or maintenance personnel, prior to granting them access
to modify or troubleshoot devices.

Do not install, replace, or return devices without verification.

Be aware of suspicious behavior around devices (for
example, attempts by unknown persons to unplug or open
devices).

Report suspicious behavior and indications of device
tampering or substitution to appropriate personnel (for example,
to a manager or security officer).

FIURNE | BT B T SRR ENL S iR 365 [ 10.2 5 Use of and changes to identification and authentication
- mechanisms—including but not limited to creation of new
FHFE ° accounts and elevation of privileges—and all changes,
. . additions, or deletions to accounts with root or

A U T RE ) Ya L CBLFE kS administrative privileges

e, BRAETE ., MIEREE) #EATa i

R CFAEHE L,

TERR: BT P ) A 2 D R o A

I3
e e I A N e N | | O - Ra il Bl 0L = I e 10.2.6 Initialization, stopping, or pausing of the audit logs
(s N WrREATIC SR EE K

fEANGE VIR AP RT s S VAREY A5 X el i
LA R AT A Re s i H S R En AR
&

VER: BRRCAS TR RN P9 7 L SR € AR T

b
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FIOHNE | AT B T & H T H EE T 10.6.1 Review the following at least daily:
FH G ° - All security events
2 A Is . t oy eese |- Logs of all system components that store, process, or
SR ARG et oL i) H o T transmit CHD and/or SAD, or that could impact the securit
e g et b p y
, RurgeblgEd . AalEAXYEREN | of CHD and/or SAD
O H AT ] i e A .
M H AT A, JRE LT & 5 AT - Logs of all critical system components
W o
L - Logs of all servers and system components that perform
Ve, T o 2 T > | security functions (for example, firewalls, intrusion-
ifE" HTRCAS TP D) PO AL S €6 A detection systems/intrusion-prevention systems (IDS/IPS),
IFe authentication servers, e-commerce redirection servers,
etc.).
10.6.2 Review logs of all other system components
periodically based on the organization’s policies and risk
management strategy, as determined by the organization’s
annual risk assessment.
10.6.3 Follow up exceptions and anomalies identified
during the review process.
HAOE X EARTRTESTR SIS S |12 Run temal and eweral netork yunerabity scans o
Iy A1 FE < iy A1y L ~ .
HREH FHEVEER, SBRRCAS TA T KA A (such as new system component installations, changes in
FAYE . network topology, firewall rule modifications, product
upgrades).
WA LA B TAES . .
ﬁ% - ﬂmfbﬂ# W 9[‘%?3%13’]]:1’[5/[}%)\ Note: Multiple scan reports can be combined for the
BV FE B Ft R IR AT (LW T | quarterly scan process to show that all systems were
WO 38 N THIEL, BR(ER 4T | scamed and ol sppiceble vunerabiivos havebeen |
), IRl G IRTR N e HE R . verify non-remediated vulnerabilities are in the process of
= . N being addressed
VERE: TR DB 7 L A o
4 11.3.1 Perform external penetration testing at least annually and
° after any significant infrastructure or application upgrade or
modification (such as an operating system upgrade, a sub-
network added to the environment, or a web server added
to the environment).
11.3.2 Perform internal penetration testing at least annually and
after any significant infrastructure or application upgrade or
modification (such as an operating system upgrade, a sub-
network added to the environment, or a web server added
to the environment).
JEE SR | WA TR B T RS E MR BT 2 R _11.3 Implement a methodology for penetration testing that
3 5 includes the following:
AR 2R - Is based on industry-accepted penetration testing
e ST . approaches (for example, NIST SP800-115)
Horp— AR E AR HOE T ERAE M%7 . Includes coverage for the entire CDE perimeter and critical
BIROAANE, UAMHUORILSENR (ostems
JITE A O ; =g ,— |- Includes testing from both inside and outside the networ
[‘H/‘Jﬁ;k’ ﬁﬂ%ik{{lﬁ’]*}ﬁ@%ﬂ}\mﬂ%%ﬁ - Includes testing to validate any segmentation and scope-
% TAE reduction controls
- Defines application-layer penetration tests to include, at a
VFEE: FIRAFHRINKANE W E A AEE | minimum, the vulnerabilities listed in Requirement 6.5
45 - Defines network-layer penetration tests to include
° components that support network functions as well as
operating systems
- Includes review and consideration of threats and
vulnerabilities experienced in the last 12 months
- Specifies retention of penetration testing results and
remediation activities results.
11.3.4 If segmentation is used to isolate the CDE from other
networks, perform penetration tests at least annually and
after any changes to segmentation controls/methods to
verify that the segmentation methods are operational and
effective, and isolate all out-of-scope systems from in-
scope systems.
R | SNSRI EL BRI SO | 152 et theuse of a change detecton mectanis witin
I TRV R AR B R BT

SRV A FUATLAD 7] P A 4 B 6E 2 £ B K B
SR I R ST AT SO e B P 1

and monitored files, as well as reviewing results from monitoring
activities.

Examples of files that should be monitored:

§ System executables

§ Application executables
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73
T o

VERE: BRRAS TR IR0 P9 2 L SR € AR T

Ire

§ Configuration and parameter files

§ Centrally stored, historical or archived, log and audit files

§ Additional critical files determined by entity (for example,
through risk assessment or other means).

WL

2R

TR A B SRAE A FUNLRA 8 3 R 55 144 152 7 )
FELERR S5 B A BRI, 0 R 55 BN RS

FRE 751 PCI DSS ZERFAT 4

SRV e 0 A FUNLRA ARG B R 55 144 152 7 )
HRg5 WA, e AR IR S5 AL 5 PCI

DSS bRk R R R % .

12.8.5 Maintain information about which PCI DSS requirements
are managed by each service provider, and which are managed
by the entity.

332 EAMERELSH

HORRAS B ZERAE B 85 A 2V L IR VPR EOR . 40T B R IS D7 I ZOR M S8, RN A2
NRIEIHAR . SO 58 BENE SR T3 1 (1 R R RSV . BRI

A TR | AT AR AR HER S (V3.0)
EEHRRN | B AR T2 A A A e g aE |35 Examine key-management policies and procedures to verify
5 TP o . xeH e | Processes are specified to protect keys used for encryption of
TR XFRAY], RS ANIE T cardholder data against disclosure and misuse and include at least the
PRAEER o following:
AT N a2 T - Access to keys is restricted to the fewest number of custodians
gi .ﬁj\%ﬁﬁﬁﬁqﬂmu IR RBET | Cessary.
" ° - Key-encrypting keys are at least as strong as the data-
encrypting keys they protect.
- Key-encrypting keys are stored separately from data-encrypting
keys.
- Keys are stored securely in the fewest possible locations and forms.
3.5.2 Store secret and private keys used to encrypt/decrypt cardholder
data in one (or more) of the following forms at all times:
- Encrypted with a key-encrypting key that is at least as strong as
the data-encrypting key, and that is stored separately from the
data-encrypting key
- Within a secure cryptographic device (such as a host security
module (HSM) or PTS-approved point-of-interaction device)
- As at least two full-length key components or key shares, in
accordance with an industry-accepted method
Note: It is not required that public keys be stored in one of these
forms.
HRIEM | 6T B T SR 5 B B 07 i S 1T 5.1.2 For systems considered to be not commonly affected by
5 F. v 2 o e malicious software, perform periodic evaluations to identify and
2R [0, At SO vEAE ik 5 5% A — B evaluate evolving malware threats in order to confirm whether
[8] . such systems continue to not require anti-virus software.
. L 2 — v < 4 4 | D-3 Ensure that anti-virus mechanisms are actively running and
XjLTEIEEJ@ﬁE’]/%,}E ’El %{ﬁ%:}zﬁug cannot be disabled or altered by users, unless specifically
JE SCHIVEAL,  PAIA S 5 2 e B i 25 a_uthoriz_ed by management on a case-by-case basis for a limited
Bfb. BT T AMPUITEZK RS |time period.
Chn linux. FHIEAER4i%E) Bk | Note: Anti-virus solutions may be temporarily disabled only if
(0 R E there is legitimate technical need, as authorized by management
° on a case-by-case basis. If anti-virus protection needs to be
A2 N H oy 2 [T 5 disabled for a specific purpose, it must be formally authorized.
E‘?“ BRAS S I P9 2 LR Additional security measures may also need to be implemented
TRERAY o for the period of time during which anti-virus protection is not
active.
HRIEN | FEhsAET B CVSS 4.0 408 4.0 UL 6.1 Establish a process to identify security vulnerabilities, using
N - . reputable outside sources for security vulnerability information,
23k FRRARFE NN, I | ! !

and assign a risk ranking (for example, as “high,” “medium,” or “low”)
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ARG T A U AE T PP ) R
.

EE: B A A LR T
PRHR Yo

to newly discovered security vulnerabilities.

Note: Risk rankings should be based on industry best practices as
well as consideration of potential impact. For example, criteria for
ranking vulnerabilities may include consideration of the CVSS base
score, and/or the classification by the vendor, and/or type of systems
affected.

Methods for evaluating vulnerabilities and assigning risk ratings
will vary based on an organization’s environment and risk-
assessment strategy. Risk rankings should, at a minimum,
identify all vulnerabilities considered to be a “high risk” to the
environment. In addition to the risk ranking, vulnerabilities may
be considered “critical” if they pose an imminent threat to the
environment, impact critical systems, and/or would result in a
potential compromise if not addressed. Examples of critical
systems may include security systems, public-facing devices and
systems, databases, and other systems that store, process, or
transmit cardholder data.

ERERE | A T A R 1 T N R 1) 22 4> | 6-2-a Examine policies and procedures related to security-patch
. 5 W N, installation to verify processes are defined for:
T3k AT, BERLEAS 2 (O 134T 45 ! processes _ _
N MR e = A ES - Installation of applicable critical vendor-supplied security patches
5, MBAT SR PR = A O ER within one month of release.
VERG BTARAF AR N A WL EAT |. Installation of all applicable vendor-supplied security patches
FRERSY o within an appropriate time frame (for example, within three
months).
6.2.b For a sample of system components and related software,
compare the list of security patches installed on each system to the
most recent vendor security-patch list, to verify the following:
- That applicable critical vendor-supplied security patches are installed
within one month of release.
- All applicable vendor-supplied security patches are installed
within an appropriate time frame (for example, within three
months).
HORVER | V2.0 B b BE A B sk Horp 3 e 2 — | 6.6 For public-facing web applications, address new threats and
5 - N . 5 vulnerabilities on an ongoing basis and ensure these applications are
ZER AT WAF B4 iAo 2RI protected against known attacks by either of the following methods:
NI e N 1t Fa , pas-ni
%ﬁ%%ﬁjﬁ?@ﬂ%\] H/JZIKE (LasE - Reviewing public-facing web applications via manual or automated
WU FE IR B B AR B 7 5 it i) 58 2L &% application vulnerability security assessment tools or methods, at least
RyEME, annually and after any changes
PR, — e ~. | Note: This assessment is not the same as the vulnerability scans
FER: BT AR B () A 2 L A performed for Requirement 11.2.
LN
LEIZE - Installing an automated technical solution that detects and
prevents web-based attacks (for example, a web-application
firewall) in front of public-facing web applications, to continually check
all traffic.
HRIEN | V2.0 RS H B A B SR 250D 00 250, 45 7 8.2.3 Passwords/phrases must meet the following:
TR BEABAE I H A HiRAS T 42 |- Require a minimum length of at least seven characters.
M40 & 724 3 [F] S50 2 26 I E | Contain both numeric and alphabetic characters.
I = A A 2 Ay o
ALE AT, A Rk R Alternatively, the passwords/phrases must have complexity and
BEH A strength at least equivalent to the parameters specified above.
TR BT TR IR A A LB B
RE Ty
RGN | V2.0 BRASSK T 2% 30 5L R0 o6 25 B 11.4 Use intrusion-detection and/or intrusion-prevention
. . . . techniques to detect and/or prevent intrusions into the network.
ER BREE IDS/IPS W& B#H RSt Hi

FRCAS ) ZOR A AE I AR A I AR
PHAESRAIHIAR, RAEAG & B LEAE
PSS it 50 R4 RS

TER: OB P AR A R R T
(L3P

Monitor all traffic at the perimeter of the cardholder data environment
as well as at critical points in the cardholder data environment, and
alert personnel to suspected compromises.
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R V20 B R R | oring t001%) 10 sler personnel o unauthorized
S 7 5
TR TR IDS/IPS B & 0iE AR50 #r modification of critical system files, configuration files, or content files;
W AS H PR B SR AR Al NAZ A AN 4R | and I((:Ionfigure the software to perform critical file comparisons at least
BELIERIBA, XA S MU AERE | Ve
FH B AR i 5 B 4% R Note: For change-detection purposes, critical fil_e_s are usually_
those that do not regularly change, but the modification of which
VER: HRRAHRASE [ N A W could indicate a system compromise or risk of compromise.
s Change-detection mechanisms such as file-integrity monitoring
PRHR Yo products usually come pre-configured with critical files for the
related operating system. Other critical files, such as those for
custom applications, must be evaluated and defined by the entity
(that is, the merchant or service provider).
UL | V2.0 BUROITIBER (F et LBRIILT | 1284 Amethod o accuratelyand eaaiy deterine urer,contac
2R A BARTTAEMIE: HA inventoryiﬁg of devices) ' ’ ’
B SRAR A A N 0 75 3% AT HERA IR 1)
. RETRAEHERERER, [F
A T AT R I, AR
WURFE e 46 BRIA 9 1 RS PR B K
TR BTSRRI R
(ST
UL (BRSO (T ki |12 Marain and mplnent polies and procedures to manage
TR VO], AT SRR AT S HE AR XS ’

PN HEAT 4R o

TERG: TR TR A I A A L AR
(L3P

could affect the security of cardholder data, as follows:

3.4 &% B ALA I RAE ZER
% FAGIH IR, R A AR T H 2 MR, BRI T

AR TR A2 5 5t B V3.0 tr#E S S
M| AT B A L E  5 03|643D Sxanine s sampe of et deta o verty production dta
FEEER K WA SRR e AT PR '
SN | A2 ATT SRR RIS, | 240 Examine a sampie of date and accouris from productior
. N § L st ASETIA
FRER MIZER, IR ESREAT R SILE . accounts are removed before the system becomes active.
M3 | RS0 IRSELLR BRI 7125 Select a sampl of user 105 with privieged access and
FEER KA, WIHHESR AT IR E . privileges assigned are:
- Necessary for that individual’s job function
- Restricted to least privileges necessary to perform job
responsibilities.
7.1.4 Select a sample of user IDs and compare with documented
approvals to verify that:
- Documented approval exists for the assigned privileges
- The approval was by authorized parties
- That specified privileges match the roles assigned to the
individual.
sl | STE IR P EE IR & AT VR IR 8.1.3.a Select a sample of users terminated in the past six

months, and review current user access lists—for both local and
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FEER | BRI S 2R, WA EOR A
BRI .

remote access—to verify that their IDs have been deactivated or
removed from the access lists.

8.1.3.b Verify all physical authentication methods—such as,
smart cards, tokens, etc.—have been returned or deactivated.

TR | X T K R R LR AT i AL A R e
HER SR BRI EORALAN [ R
TR

8.2.1.a Examine vendor documentation and system configuration
settings to verify that passwords are protected with strong
cryptography during transmission and storage.

8.2.1.b For a sample of system components, examine password files
to verify that passwords are unreadable during storage.

8.2.1.c For a sample of system components, examine data
transmissions to verify that passwords are unreadable during
transmission.

8.2.1.d Additional testing procedure for service providers:
Observe password files to verify that customer passwords are
unreadable during storage.

8.2.1.e Additional testing procedure for service providers:
Observe data transmissions to verify that customer passwords are
unreadable during transmission.
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4 5N

T IRPAT PCI DSS S HIFINLE, &b T & HURSRES4E 1IN, IS B A 1) e sk

TR (WA 2.3 %75 , ¥ PCIDSS & LAFRIN B H % is & & PG s . R 8 3 & LR R 5

JEFFXT PCI DSS A HUME L I 0FAY, R SERM V2.0 3 V3.0 i .

o F BRI, A Z AR

> S FRERASIERY, ENCURMERIRIN, ERR BRI E . AR e RSy ik
ITE, M E /MU IR HERE o T R 45 T DR 75 B4 AR N8, U™ R i g 22 A 1 A
HAFA, M= A. WiEE. 4idr. . ANERAEIATY, BIARRR R ABEYL et A .

> T AN, B RN AR NS A, A R, B SR IAE  R B
Bze4s, Hk, i@ 2B aRNEHE (EHREAERT: e, REEZ. et
FARBEERE. TR SEHES) , WMRNHAASGH 2 e, &5, RIS RS
ZC A 2 SR S, ERSEAR T SR SR, R, MO, HEE T
A

WA E LR, WY atsec HEAT V4B AT

atsec 7E MR 5% AR —id, NILFEHEE SO RS B 2 et Tk .
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BiH4F 1: PCI DSS MK T304 K i

HEF XA

XL PR e

Xt T RSB SO R N B & )
(7 =hss

https://www. pcisecuritystandards.

~Merchants vl1. pdf

https://www. pcisecuritystandards.

“Developers vl. pdf

org/documents/Mobile Payment Security Guidelines

org/documents/Mobile Payment Security Guidelines

Wk ATM %% 1274248 5

https://www. pcisecuritystandards.

ment. pdf

org/pdfs/PCI_ATM Security Guidelines Info Supple

HL R 5 PR B I A A

https://www. pcisecuritystandards.

org/pdfs/PCI DSS v2 eCommerce Guidelines. pdf

U HERE TR ZEET

https://www. pcisecuritystandards.

org/pdfs/PCI DSS v2 Cloud Guidelines. pdf

E RGN JC L 454
K2 445

https://www. pcisecuritystandards.

org/pdfs/PCI DSS v2 Wireless Guidelines. pdf

L R B 1) 22 21
i

https://www. pcisecuritystandards.

ement. pdf

org/documents/Tokenization Guidelines Info Suppl

FE IR SO A B X R
NEHE R 46 T

https://www. pcisecuritystandards.

based payment card data. pdf

org/documents/protecting telephone-

EMV 3R 4555% F- PCT DSS [f]
3 P 1 i

https://www. pcisecuritystandards.

org/documents/pci _dss_emv. pdf

FE IR SO A BT X R
NEHE R 46 T

https://www. pcisecuritystandards.

based payment card data. pdf

org/documents/protecting telephone—

Xt 28 B e 45 ) 2 A R i
=i

https://www. pcisecuritystandards.

org/documents/skimming prevention IS. pdf

KR 6. 6 FF N AT AN
Web B2 HBG k4% (WAF)
LA 38 FH M 1) 7 P

https://www. pcisecuritystandards.

org/documents/information supplement 6. 6. pdf

RIRE peiA kI NN IR |

https://www. pcisecuritystandards.

org/documents/information supplement 11.3.pdf

FEREALIA ST (& B A

EL
~F

https://www. pcisecuritystandards.

org/documents/Virtualization InfoSupp v2.pdf
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