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BENRSE PCI DSS k&

PCI (Payment Card Industry) H13C2FRA: AR, FERXAS P BAAE —MFRAELA LR, FRON--3C
fHRATI 2 bR E R 4y, R 5 A PCI SSC (Payment Card Industry Security Standards Council)
PCI A bRiEZE 51 23 4 H B bR 42 16 FU 5 ST Sk [RI A pl, M fiT2 36 2@ (American Express) .
EEKI 4RSS A7 (Discover Financial Services) . JCB. 4BR/jdiA£414! (MasterCard) } Visa
Epr4 4. PCISSC —H4id T =4 FpifE: PCIDSS (Payment Card Industry Data Security Standard
YATFRAT LB E 24 kriE) . PCI PA-DSS (Payment Card Industry Payments Application Data Security
Standard 32 A R4S N Bl 22 4 kRiE) LU PTS (PIN Transaction Security PIN 4% 22 4 hriE)
T AT DUARIE 2 1) S BEX = ANFRiEZ T R R

SOFTWARE MERCHANTS &
MANUFACTURERS DEVELOPERS PROCESSORS PCI SECURITY

PCI PTS PCI PA-DSS PCI DSS STANDARDS

PIN Trans«_nction Payment Application Data Security & COMPLIANCE
Security Vendors Standard

Ecosystem of payment devices, applications, infrastructure and users
/

Tk PTS L2 PCI PADSS, HARAN H 208 1R 1% 7 BEW T 2 PCI DSS EHR. (G
T PTS #1 PA DSS ¥ £ F/r 447 2 0, PCI & J7 Mt www.pcisecuritystandards.org 1 atsec B J5 P ik
www.atsec-information-security.cn) .

7E£ PCI DSS % 11.3 A IXFERIESR “ Perform external and internal penetration testing at least once
a year and after any significant infrastructure or application upgrade or modification (such as an operating
system upgrade, a sub-network added to the environment, or a web server added to the environment).
These penetration tests must include the following: Network-layer penetration tests and Application-layer
penetration tests” HAF 1R R B/ RRFE B R AR BN AR A AT T E KA R EiE s ()
WHEAE R RIS IN 1 2 BUOR B rh AR I X 28 IR 2% 2% ) #8075 EEPAT PN AN A1 5 T 2 JE AT % 2
HEZE .

HaRBENRA

BIEN R IE IR BRI R BGE B it PP TR G M IR 2 s S .
BB E SCRATRESTHZE ) 1 g 212 E e 2 — WU G 3, E20 H (R AT Z eI ITAE, 1
AR EE B HAR R S

MR EZATITULE R, BEMA S Mg, Msatba, 2efmim e asitt g m=. BiEl
R T RN Z e T2, AR R TR, EREIATHIRE X BH Z s AR
Ao BIEMEGE NI L, I S AR T B+ AT B A BN R G eI, ik 3]
SRR G AR A H Ko JE 182 I 78 s i AN IR R i@ 2L L 4 43 4, e g4
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OWASP (Open Web Application Security Project) Testing Guide -- 5<71:7E web 87 FH 22 4 128 ) 33
a3 1ZIMNATE FWT 1 web SRR KHES 70 DhRe sl i) 2 PRI, A5 T (R I 25t — L8t i) s 41 gk
A7 a1 B T ]

OSSTMM (Open Source Security Testing Methodology Manual)  -- T ACHS 22 4R 07 v F it
OSSTMM & —ANKIELE 2 &A1 71518 . OSSTMM KB4 R A7 = A5 AN ECHE 72 1 5

RZ TR IRVEAA 2 TR HAKCE: THENAAE 2, TTE s, B3l DAY 241
WP AR, WS, ML, DR R I YA S .

Special Publication 800-115 Technical Guide to Information Security Testing and Assessment — 3£ [
NIST KA [REEHF B2 2 NP AR TR =2

ISSAF (Information Systems Security Assessment Framework) -- SVETE S B R S8 2 4 1Pl i HE 42

Penetration Testing Framework -- &M AHESE, ZUHE B2 2 0 MR s e B i 4, B AR 1
R T IEN UL R R — P NAZ AT 4, B B I AR 2L B IE A 1) S bR e A
EHFHSHEME .
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A, FRATEE T R MESS AT A, A VT2 95 1 TT Re et H AR RGTE R R, I
i) 5 AH L RS, S TS o 0T WG 55 12 140 43 B e 5 2 1 B #0301 Bfe 55 14 33 4 T B 40 Nessus,

QualysGuard , Weblnspect 5 /& Nikto2 %555 HEAT I 55 11 B0 R AR S, WK N 53 23 AR P B 55
PER2EAY, CVE (Common Vulnerabilities and Exposures) ##& CVSS (Common Vulnerability
Scoring System) X T a5 I VE5r, 2B H AR 2R S8 P AL I S BRI G 45 R R AT 255 2 18 LAtk —
XFHEISVEREAT M. 7E PCI DSS 26 11.2 thBRE 7 7 BN 25 sl 78 S Al Z8AL) BN FH A8 7 B AT o 3
KAFZEBES G (BIanElE RG T R0 X 28 A BT s In X 48 ik 5525 ) #7 ST N BB
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A2 -Injection Flaws T‘ A1l-Injection

A1-Cross Site Scripting (XSS) l. A2 —Cross Site Scripting (XSS)

A7 —Broken Authentication and Session Management T A3 - Broken Authentication and Session Management

A4 —Insecure Direct Object Reference — A4 -Insecure Direct Object References

A5 —Cross Site Request Forgery (CSRF) = A5 - Cross Site Request Forgery (CSRF)
e 8 Imsecee Einbguition + A6—Security Misconfiguration (NEW)

A8 —Insecure CryptographicStorage T A7 —Insecure CryptographicStorage
A10-—Failure to Restrict URL Access T A8 —Failure to Restrict URL Access

A9 —Insecure Communications = A9 - Insufficient Transport Layer Protection
<notinT102007> -+ A10-Unvalidated Redirectsand Forwards (NEW)
A3 —Malicious File Execution = <dropped fromT102010>

A6—Information Leakageand ImproperError Handling .~ <droppedfromT102010>
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[1] PCIDSS https://www.pcisecuritystandards.org/security standards/index.php

[2] OWASP Testing Guide https://www.owasp.org/index.php/OWASP_Testing_Project
[3] OSSTMM - ISECOM - Making Sense of Security www.isecom.org/osstmm/
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(5]
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[10]
[11]
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[13]

Special Publication 800-115 Technical Guide to Information Security Testing and Assessment
http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf

ISSAF (Information Systems Security Assessment Framework) www.oissqg.org/issaf

Penetration Testing Framework www.vulnerabilityassessment.co.uk/Penetration%20Test.html

OWASP Top 10 OWASP_Top_10 - 2010 Presentation.pptx
http://owasptop10.googlecode.com/filesIOWASP _Top 10 - 2010%20Presentation.pptx

Nessus www.tenable.com/products/nessus

QualysGuard www.qualys.com/products

Weblnspect https://www.fortify.com/products/web inspect.html
Nikto2 http://cirt.net/nikto2
CVE http://cve.mitre.org/

CVSS http://www.first.org/cvss/
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