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How Does Your Company’s Identity Security 
Compare with that of the 
Federal Government?

Auston Holt
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Auston Holt
Security consultant, atsec information security 
corporation

 Deputy Chief Information Security Officer
 Laboratory accreditation lead

– NPIVP Lab
– GSA FIPS 201 Evaluation Program Lab
 Common Criteria 

– evaluator
– consultant
 Bachelor of Arts in Computer Science, 

University of Texas at Austin
 Certifications acheived: CISSP, SSCP
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September 11, 2001
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September 11, 2001
 The 9/11 Commission Report

 “Recommendation: Secure identification should begin in 
the United States. The federal government should set 
standards for the issuance of birth certificates and 
sources of identification, such as driver's licenses. Fraud 
in identification documents is no longer just a problem of 
theft. [...]”(Page 390)
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HSPD-12
Homeland Security Presidential Directive 12
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HSPD-12
Homeland Security Presidential Directive 12

 August 27, 2004 (George Bush)
 “(1) Wide variations in the quality and security of forms of 

identification used to gain access to secure Federal and other 
facilities where there is potential for terrorist attacks need to be 
eliminated. [...]”
 “(3)Secure and reliable forms of identification" for purposes of 

this directive means identification that 
– (a) is issued based on sound criteria for verifying an individual 

employee's identity; 
– (b) is strongly resistant to identity fraud, tampering, counterfeiting, and 

terrorist exploitation; 
– (c) can be rapidly authenticated electronically; and 
– (d) is issued only by providers whose reliability has been established by 

an official accreditation process. “



public Auston Holt 2010-04-15 v1.3 ©atsec 
information security, 2010

7

DoD, DOJ, NASA, DHS, OMB, GSA, SEC, DOT, EPA...
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FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

FIPS 201-1



public Auston Holt 2010-04-15 v1.3 ©atsec 
information security, 2010

9

FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

 June 23, 2006 (FIPS 201, February 25, 2005)
 PIV-I & PIV-II
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FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

PIV-I

 Procedural requirements for
– Issuance and revocation of credentials
– PIV identity proofing and registration
– PIV issuance and maintenance
– PIV Privacy
 Not covered by PIV-I

– Technical interoperability requirements for PIV 
credentials and systems

– The use of a single universal credential
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FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

PIV-II

 Technical requirements
– PIV Front-End
– PIV Card Issuance and Management
– Access Control

FIPS 201-1
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FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

PIV-II (cont.)

 Front-End Subsystem
– PIV Card
– Card and biometric readers
– Personal identification number (PIN) input device. 
– “The PIV cardholder interacts with these components to 

gain physical or logical access to the desired Federal 
resource.”
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FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

PIV-II

 Card Issuance and Management Subsystem

“the components responsible for identity proofing and 
registration, card and key issuance and management, and the 
various repositories and services (e.g., public key infrastructure 
[PKI] directory, certificate status servers) required as part of the 
verification infrastructure.”



public Auston Holt 2010-04-15 v1.3 ©atsec 
information security, 2010

14

FIPS 201-1
Personal Identity Verification (PIV) of 
Federal Employees and Contractors

PIV-II

 Access Control Subsystem 

“the physical and logical access control systems, the protected 
resources, and the authorization data.”

 Next: PIV Card Usage
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PIV Cards
Current Usage

Credentials Issued as of December 1, 2009:

 Employees: 
3,981,788 (86%)

 Contractors: 
1,110,231 (72%)

(Total credentials issued: 5,092,019 (82%))

Agency specific status:
 http://www.whitehouse.gov/omb/e-

gov/hspd12_reports/

 Example: DoD Common Access Card (CAC)

Sources: http://www.idmanagement.gov, http://www.cac.mil

Issued
Outstanding
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PIV Cards 
Data Elements: SP 800-73-3 Part 1

Mandatory

Card Capability Container (CCC)

Card Holder Unique Identifier (CHUID)

X.509 Certificate for PIV Authentication

Cardholder Fingerprints

Security Object

FIPS 201-1
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PIV Card Data Elements
SP 800-73-3 Part 1

Optional

Cardholder Facial Image

Printed Information

X.509 Certificate for Digital Signature

X.509 Certificate for Key Management

X.509 Certificate for Card Authentication

Discovery Object

Key History Object

Retired X.509 Certificates for Key Management

Cardholder Iris Images

Next: Authentication uses?
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Authentication
FIPS 201-1

Options

 Visual

 Card Holder Unique ID (CHUID)

 Biometric

 .X509

Next: Why should the technology be trusted?
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NPIVP (NIST)
NIST Personal Identity Verification Program
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NPIVP (NIST)
NIST Personal Identity Verification Program

PIV-II

 Front-End Subsystem
– Card Application
– Middleware 

 Next: what about cryptography?
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CMVP (NIST & CSE)
Cryptographic Module Validation Program
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CMVP (NIST & CSE)
Cryptographic Module Validation Program

PIV-II

 Front-End Subsystem

– PIV card (cryptographic module)
– “All PIV cryptographic keys shall be generated within a FIPS 140-2 

validated cryptomodule with overall validation at Level 2 or above. In 
addition to an overall validation of Level 2, the PIV Card shall provide 
Level 3 physical security to protect the PIV private keys in storage.”-
FIPS 201-1

 Next: algorithms? 
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CAVP (NIST & CSE)
Cryptographic Algorithm Validation Program
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CAVP (NIST & CSE)
Cryptographic Algorithm Validation Program

PIV-II

 Front-End Subsystem

– Cryptographic algorithms used by PIV card

 Next: final approval
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GSA FIPS 201 EP
US Government General Services Administration 
FIPS 201 Evaluation Program
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GSA FIPS 201 EP
US Government General Services Administration 
FIPS 201 Evaluation Program

PIV-II

 Front-End Subsystem
 Card Issuance and Management Subsystem
 Access Control Subsystem
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GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II

 Front-End Subsystem

1. PIV Card
2. Cryptographic Module
3. Electromagnetically Opaque Sleeve …
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GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II

 Front-End Subsystem
4. PIV Card Reader - Authentication Key
5. PIV Card Reader - Biometric
6. PIV Card Reader - Biometric Authentication
7. PIV Card Reader - CHUID Authentication (Contact)
8. PIV Card Reader - CHUID Authentication (Contactless)
9. PIV Card Reader - CHUID (Contact)
10.PIV Card Reader - CHUID (Contactless)
11.PIV Card Reader – Transparent
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GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II
 Card Issuance and Management Subsystem 

12.Caching Status Proxy
13.Card Printer Station
14.Certificate Validator
15.Certificate Validator (without authentication)

Note: no authentication with client 
16.Electronic Personalization
17.Electronic Personalization (service) 
18.Facial Image Capturing Camera
19.Facial Image Capturing (Middleware)
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GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II
 Card Issuance and Management Subsystem 

20.Fingerprint Capture Station
21.Graphical Personalization (service) 
22.Online Certificate Status Protocol (OCSP) Responder
23.PIV Card Delivery (service)  
24.Single Fingerprint Capture Device
25.Sever-based Certificate Validation Protocol (SCVP) Client
26.SCVP Client (without authentication)

Note: client does not authenticate to Certificate Validator.
27.Template Generator



public Auston Holt 2010-04-15 v1.3 ©atsec 
information security, 2010

31

GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II
 Access Control Subsystem 

28.PIV Middleware (integrated as part of logical access control 
system)

29.Template Matcher
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GSA FIPS 201 EP
US Government General Services Administration FIPS 201 

Evaluation Program

PIV-II

 Multiple Categories
30.Biometric Authentication System
31.CAK Authentication System
32.CHUID Authentication System
33.PIV Authentication System
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Security Professional Jobs

FIPS 201-1

Companies supplying FIPS 201 Approved 
Products

 Austin

– 3M Company
– Dell, Inc.
– Gemalto, Inc. 
– Key Ovation 

 …
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Security Professional Jobs
FIPS 201-1

Companies supplying FIPS 201 Approved Products

 Additional
– Charismathics Inc. 
– Codebench, Inc. 
– HID Global Corporation 
– Brady People ID / JAM 
– Thales e-Security Inc. 
– MaxID Corp.
– Several more suppliers listed on http://fips201ep.cio.gov/apl.php
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Security Professional Jobs
FIPS 201-1

 Product Development 

 System Architect

 Operational Support
 Database specification
 Fraud investigation
 Forensics
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Security Professional Jobs
FIPS 201-1

Testing & Evaluation
– NPIVP Laboratories 
– Cryptographic and Security Testing (CST) Laboratories 
– GSA Evaluation Program Approved Labs 

 Consulting
– Product design, system design…
– Vendor Test Data Reports (GSA FIPS 201 EP)
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Personal Identity Verification
of Federal Employees and Contractors,
Security Testing and Evaluation
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Questions?


