Payment Card Industry services

atsec - an Independent, standards-based information technology
security services company.

The PCI services are offered by atsec China




Who are we?

« The company was founded in January 2000 by three
internationally-recognized IT security professionals

- atsec has been directly involved with Payment Card
Industry since 2007

« Our people have many years of information security
related experience, and industry qulifications

« Related Services include:
« Penetration testing
« Source code review
* Vulnerabilities assessment
« Cryptographic algorithm implementation testing
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atsec’s business principles

atsec knows the worldwide information security consulting business
very well. With a multinational staff, it is only natural that we feel
comfortable operating internationally. We are a company with global

reach.

Professional

Information security consulting and evaluation is a high-integrity

. business, integral to which is the matter of trust. All atsec employees
Integrity are committed to sustaining the highest degree of integrity in our client
relationships. We are devoted to delivering the highest quality in a

timely manner.

atsec consultants are information security consultants. As such, atsec
focuses solely on information security consulting. We do not consult in
any other areas, and we do not sell hardware, software, or any other

ware.

We are not affiliated with any hardware or software vendor, and we
never will be. Our credibility as consultants hinges on that
L[l LT L LBl independence. Our customers can rely on us to be objective. We have

no interest in selling anything other than our security expertise.
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We provide services in all IT security areas

Evaluation, Testing and AssessmenD

Compliance and Audit )

Consulting services )

(@sec= ot s
- —— © atsec information security, 2018



Differentiators

atsec’s staff are world renowned for competence in their field and atsec has
an unsurpassed reputation for quality

We take time to understand your problems and use that knowledge to
innovate and design solutions that give satisfaction.

Quality: We are ISO 9001, ISO/IEC 27001 and ISO/IEC 17025 (CNAS) certified
ourselves.

We understand that being on time can make all the difference.
We are independent of external influences, from finance to “partnerships”
with product vendors.

Synergies: If you need other testing/audit including Common Criteria, FIPS
140-2, SOX, GDPR, etc, atsec maximizes reuse of evidence and timing of
testing ensuring cost savings

atsec leads the information security industry, contributing to international
standards development and advising schemes and programs about the state
of the art of information security

atsec has global reach
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atsec global security services
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atsec China’s PCI services

PCI DSS
QSA
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B Security -
Standards Council

QUALIFIED SECURITY
ASSESSOR

Qualified Security Assessment

= Authorized to offer service in Asia Pacific, Europe,
USA, Canada

= We provide on-site assessment against the PCI DSS
= Projects typically last 3-4 months

= Costs vary depending on network and organization
complexity and the number of sites assessed

= Deliverable includes the AoC (Attestation of
Compliance)
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» Security -
Approved Scanning Vendor wsmardmm,

APPROVED SCANNING
VENDOR

= We provide vulnerability scanning in accordance with
PCl SSC procedures

= We are NOT a mass-market scanner. We take the time to
discuss your requirements and advise you on the results

= Projects typically last a minimum of one year with four
quarterly scans

= Costs vary depending on the number of externally facing
|IP addresses

= Deliverable includes Executive Report and Technical
Report
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Security

Payment Application Assessment @St“d““mc"

PAYMENT APPLICATION
QUALIFIED SECURITY ASSESSOR

= atsec has unparalleled experience in evaluating and
testing software applications - From mainframes to
embedded systems

= In PCI industry, we assess and validate payment
applications for compliance with the PCI PA DSS

= Projects typically last 8-12 weeks

= Costs vary depending on complexity and the number of
platforms assessed

= Deliverable includes the AoV (Attestation of Validation),
and the validation result will be listed by PCI SSC on the
offical website.
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Confidence In atsec

Compliant

We offer gratitude to the many companies, large and _@SECE

small, who help atsec thrive and trust us with their
PCI needs
A few examples regarding PCl customers:
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www.atsec.com






